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Counter comments to public comments on the Information Technology [Intermediaries Guidelines (Amendment) Rules] 2018 

1. INTRODUCTION 

 

1.1 The Ministry of Electronics and Information Technology (“MEITY”) has released the draft Information Technology 

[Intermediaries Guidelines (Amendment) Rules], 2018 (“Draft Rules”) on December 24, 2018 for public consultation and 

counter comments. The Draft Rules are intended to replace the Information Technology (Intermediaries Guidelines) Rules, 2011 

(“2011 Rules”). In this memorandum we wish to provide general counter comments to some concerns that have been raised by 

some stakeholders in relation to the Draft Rules. 

 

1.2 The opportunity given to stakeholders to put forth their concerns in relation to the Draft Rules is a welcome step and we thank 

MEITY for considering our suggestions.  

 

1.3 The Draft Rules have been introduced by MEITY with the intention of addressing and curbing instances of fake news that are 

sometimes spread on social media platforms, by placing certain obligations on intermediaries. 

 

1.4 While spreading of fake news and misinformation is a significant challenge that is being faced by various countries across the 

globe; any steps that are taken to address them must be carefully considered and must seek to expeditiously remedy the root 
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causes.  However, in this process, one must recognize the fine line between regulation of intermediaries and regulations that may 

tend to overreach and impede fundamental rights guaranteed to Indian citizens under the Constitution of India. Further, the Courts 

have repeatedly stated that no legislation should be arbitrary, excessive, or empower any authority to exercise its powers 

arbitrarily. 

 

1.5 India is the largest democracy in the world and its position on freedom of speech is lauded the world over. We are torch bearers 

for many other countries.  

 

1.6 Having said that, it is also relevant to point out that freedom of speech and expression is not absolute and reasonable restrictions 

can be imposed, as set out in Article 19(2) of the Constitution of India which states: 

 

“Nothing in sub-clause (a) of clause (1) shall affect the operation of any existing law, or prevent the State from making any 

law, in so far as such law imposes reasonable restrictions on the exercise of the right conferred by the said sub-clause in 

the interests of the sovereignty and integrity of India, the security of the State, friendly relations with foreign States, public 

order, decency or morality, or in relation to contempt of court, defamation or incitement to an offence.” (emphasis added). 

 

1.7 Accordingly, content that is damaging to the sovereignty and integrity of India, the security of the country, or public order must 
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be removed from the platforms of intermediaries and the existing legal framework has accorded sufficient powers to government 

agencies to take steps in this regard. 

 

1.8 Given the extent and size of the government and law enforcement machinery across India, due care must be taken to ensure that 

requests for assistance are made by specified law enforcement agencies, otherwise this would fundamentally impair free speech. 

There is need to make a distinction between a government agency that is authorized to seek information from an intermediary 

and government agencies which may subsequently be allowed access to such information provided by the intermediary. 

 

1.9 We have deliberated the issues arising out of the Draft Rules with eminent jurists and our considered views on the Draft Rules 

and counter-comments on public comments are set out below. 

 

2. ANALYSIS OF THE PROVISIONS OF THE DRAFT RULES 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

3(2)(j) 

Usage of the phrase 

“threatens public 

health and safety” is 

ambiguous. 

1. Usage of the phrase “threatens public health and safety” suffers from vagueness and potentially 

may be used arbitrarily. 

 

2. The terms “public health” or “safety” are not defined under the Draft Rules and are therefore are 

open to broad interpretation. For instance, any creative content which includes content related to 

any adventure sports may be deemed as falling foul of “public safety” requirements under the 

Draft Rules. Additionally, imposing restrictions on free speech for “public health or safety” 

reasons may not qualify as a reasonable restriction under Article 19(2) of the Constitution of 

India. 

3(2)(j) 

Prohibitions relating 

to advertisement of 

cigarettes and other 

tobacco related 

1. The regulation of promotion of cigarettes and other tobacco products are adequately dealt with in 

the Cigarettes and other Tobacco Product (Prohibition of Advertisement and Regulation of Trade 

and Commerce, Production, Supply and Distribution) Act, 2003 (“CTP Act”). The provisions of 

the CTP Act would apply across the board, irrespective of medium.  To make intermediaries 

Page 4 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)



 
February 14, 2019 

Counter comments to public comments – Intermediaries Guidelines 

 

5 | 21 

 

DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

products are already 

covered under the 

Cigarettes and other 

Tobacco Product 

(Prohibition of 

Advertisement and 

Regulation of Trade 

and Commerce, 

Production, Supply 

and Distribution) 

Act, 2003 

 

responsible for compliance is an unnecessarily duplicate process. 

 

2. Further, there is a fundamental difference between commercial content for the purpose of 

advertising a product and the creative content which may merely include visuals of, or reference, 

any product. There ought to be a distinction as to how these two different categories of content 

are regulated. Therefore, advertising restrictions ought not to be read into non-advertising content 

such as articles, blogs or write-ups. If both these categories of content are subject to the same 

restrictions or regulations, it will usher in an anomalous situation. Thus, to avoid such anomaly 

in the context of the Draft Rules, MEITY should refrain from legislating on issues relating to the 

promotion of cigarettes or any other tobacco products as it may exceed the remit of MEITY’s 

powers in respect of delegated legislation. 

3(4) Frequent notices to 1. This amendment envisages every intermediary informing its users, at least once every month, that 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

users might lead to 

spamming and 

notice fatigue  

in case of non-compliance with the rules and regulations, user agreement and privacy policies 

(“Terms of Use”) of the intermediary, the users could lose their access or usage rights to such 

platform. 

 

2. This requirement is onerous and shall effectively legally mandate intermediaries to spam, and 

induce notice fatigue to, all its users in India every month with consequences of non-compliance 

of Terms of Use. This shall significantly impact user interface and experience and shall hardly be 

a deterrent for fringe elements, who may intend to use such platforms to spread fake news. 

3(5) 

Provisions with 

respect to 

interception or 

monitoring or 

decryption already 

1. Rule 3(5) of the Draft Rules requires intermediaries to provide information to any government 

agency. The provisions in the context of the aforesaid Rule 3(5) of the Draft Rules pertaining to 

interception or decryption have already been legislated in Sections 69 and 69B of the IT Act.  

 

2. It is imperative to reproduce sections 69 and 69B of the IT Act. The said provisions read as under: 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

envisaged in other 

provisions of  the 

Information 

Technology Act, 

2000 (“IT Act”)  

 

“69. Power to issue directions for interception or monitoring or decryption of any 

information through any computer resource. - 

 

(1) Where the Central Government or a State Government or any of its officer 

specially authorised by the Central Government or the State Government, as the case 

may be, in this behalf may, if satisfied that it is necessary or expedient so to do in the 

interest of the sovereignty or integrity of India, defence of India, security of the State, 

friendly relations with foreign States or public order or for preventing incitement to 

the commission of any cognizable offence relating to above or for investigation of any 

offence, it may subject to the provisions of sub-section (2), for reasons to be recorded 

in writing, by order, direct any agency of the appropriate Government to intercept, 

monitor or decrypt or cause to be intercepted or monitored or decrypted any 

Page 7 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)



 
February 14, 2019 

Counter comments to public comments – Intermediaries Guidelines 

 

8 | 21 

 

DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

information generated, transmitted, received or stored in any computer resource. 

 

(2) The procedure and safeguards subject to which such interception or monitoring 

or decryption may be carried out, shall be such as may be prescribed. 

 

(3) The subscriber or intermediary or any person in-charge of the computer 

resource shall, when called upon by any agency referred to in sub-section (1), extend 

all facilities and technical assistance to- 

 

(a) provide access to or secure access to the computer resource generating transmitting, 

receiving or storing such information; or 

(b) intercept, monitor, or decrypt the information, as the case may be; or 

(c) provide information stored in computer resource. 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

…” 

 

“69B. Power to authorise to monitor and collect traffic data or information through any 

computer resource for cyber security. - 

 

(1) The Central Government may, to enhance cyber security and for identification, analysis and 

prevention of intrusion or spread of computer contaminant in the country, by notification in the 

Official Gazette, authorise any agency of the Government to monitor and collect traffic data or 

information generated, transmitted, received or stored in any computer resource. 

 

(2) The intermediary or any person in-charge or the computer resource shall, when called upon 

by the agency which has been authorised under sub-section (1), provide technical assistance and 

extend all facilities to such agency to enable online access or to secure and provide online access 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

to the computer resource generating, transmitting, receiving or storing such traffic data or 

information. 

…” 

 

3. On a plain reading of the language employed in Sections 69 and 69B of the IT Act, it is clear that: 

(i) the competent authority has to be specifically authorized; (ii) there has to be a recording of 

satisfaction as regards the necessity on expediency; (iii) the direction issued has to be subject to 

sub-section (2) of the Section which deals with procedure and safeguards.  

 

4. As is evident, the above referenced provisions of Section 69 of the IT Act adequately deal with 

interception or monitoring or decryption of any of the information for the interest of the 

sovereignty or integrity of India, defence of India, security of the State, friendly relations with 

foreign States or public order or for prevention incitement to the commission of any cognizable 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

offence. Section 69B of the Act also provides for similar powers to the Central Government to 

enhance cyber security and for identification, analysis and prevention of intrusion or spread of 

computer containment in the country.  

 

However, the authorized agency under Section 69 of the IT Act is either the Central Government 

or the State Government or a specially authorized agency; in case of Section 69B of the Act, it is 

any government agency as approved by the Central Government. But, the Draft Rules provide 

similar powers to “any government agency” for matters which are already covered in Sections 69 

and 69B of the IT Act. Thus, Rule 3(5) of the Draft Rules is not in accord with the statutory 

provisions. The authorization, recording, of satisfaction, ascribing of reason and other 

communication factors seem to have not been borne in mind and a prescription has been provided 

empowering “any government agency”. This is vulnerable to legal challenge as it may be 

considered to transgress the rule making power of MEITY.  
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

 

The proposed Rule 3(5), while requiring the intermediary to provide such information or 

assistance as asked for by “any government agency” does not refer to the proper authorization 

and competent authority. 

 

5. Further, contrary to the statutory provisions, Rule 3(5) casts a duty on the intermediary to enable 

tracing of such originator of information on its platform. Thus, as is evincible, it casts an 

additional burden on the intermediary as a consequence of which basic concept or principle of 

“safe harbour” gets dented and thereby may make Rule 3(5) untenable. 

 

6. Further, Rule 3(7) of the 2011 Rules already adequately deals with provision of information to 

government agencies and reads as under:  
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

“3. Due Diligence to be observed by intermediary – The intermediary shall observe following 

due diligence while discharging his duties, namely :- 

… 

(7) When required by lawful order, the intermediary shall provide information or any such 

assistance to Government Agencies who are lawfully authorised for investigative, protective, 

cyber security activity. The information or any such assistance shall be provided for the 

purpose of verification of identity, or for prevention, detection, investigation, prosecution, 

cyber security incidents and punishment of offences under any law for the time being in force, 

on a request in writing stating clearly the purpose of seeking such information or any such 

assistance.” 

 

7. If however, provisions of Rule 3(5) are retained as proposed in the Draft Rules, the time limit of 

72 hours within which intermediaries will be required to provide information or assistance may 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

practically prove to be onerous for intermediaries to comply with. The Draft Rules should 

envisage a “waterfall” structure to prioritize genuine, pressing matters (such as matters related to 

terrorism, inflammatory content that poses a threat to life) such that they can be addressed within 

72 hours and other matters may be addressed over a longer timeframe. This will ensure that 

smaller intermediaries which do not have adequate resources dedicated to enforcement efforts 

will be able to comply with these provisions.  

3(7) 

Local incorporation 

made mandatory for 

intermediaries with 

more than 50 lakh 

users 

1. The IT Act is silent about the requirement of the intermediary to be a company having a 

permanent registered office in India with a physical address. There is no stipulation regarding the 

figure of 50 lakh users. Firstly, the provisions of Rule 3(7) may be held to be contrary to the 

provisions of the IT Act since courts have held that if a rule does not get its force or existence 

from any statutory provision, such rule shall be untenable. Secondly, there seems to be no basis 

for arriving at the figure of 50 lakh users as a threshold for the applicability of Rule 3(7).  
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

2. Apart from the above, the Rule 3(7) appears to have extra-territorial application inasmuch as it 

casts obligations on entities outside India to comply with certain conditions for availing the 

immunity meant for intermediaries. In this regard, if the IT Act is intended to have extra-territorial 

application, the same must be provided for in the IT Act. However, the government cannot, by 

way of delegated legislation, impose conditions on foreign entities (that are intermediaries) 

offering their services in India. Rules and regulations cannot traverse beyond the power conferred 

by the statute. The power to do a particular act must be permitted in the parent statute, and if the 

rules framed under the statute ordain action not contemplated by the statute, it suffers from the 

vice of excessive delegation. This view gets support from the decisions of the Supreme Court in 

Union of India v. S. Srinivasan1 and Union of India v. S. Purushottam2.  

 

3. The requirement to incorporate a company in India shall act as a barrier to entry into the Indian 

                                                           
1 2012) 7 SCC 683  
2 AIR 2015 SC 961: (2015) 3 SCC 799 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

market and may frustrate initiatives of the Government to attract foreign direct investments – a 

number of intermediaries that may consider providing access to their platforms to users in India 

(and eventually voluntarily establish a presence in India) may choose to not provide access to 

Indian users on account of the onerous requirements of Rule 3(7). In one sense this is also contrary 

to the principles of net neutrality as the requirements of Rule 3(7) may force intermediaries to not 

provide their services to Indian consumers which shall ultimately leave Indian consumers with 

lesser choice and limited access to services / platforms. It should be kept in mind that some of 

these platforms are even used by Indian businesses to reach a global audience and provides them 

with access to a global market. Further, most intermediaries, at least initially, have limited 

revenue sources and infrastructure. The requirements of incorporation of a company will 

substantially increase compliance costs for such intermediaries. Consequently, the goodwill that 

India has garnered in the global business community in terms of the rapid strides in ease of doing 

business will be adversely impacted. 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

 

4. Even if intermediaries are required to establish a presence in India, they should be permitted to 

establish such presence even through a liaison office or branch office (which is permitted by the 

Foreign Exchange Management Act, 1999) or even appoint a third party representative to act as 

a nodal officer.  

 

As an example, even in the General Data Protection Regulation (“GDPR”), enacted by the 

European Union, Article 37, which deals with the designation of the data protection officer (who 

is tasked with co-operating with the supervisory authority under the GDPR) permits the data 

protection officer to be a staff member of the controller or processor, or fulfil tasks on the basis 

of service contract. 

3(9) 

Provisions of this 

Rule may lead to a 

1. The provisions of Rule 3(9) will effectively turn intermediaries from neutral providers of access 

to services, to entities engaged in censoring content.  
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

chilling effect on 

free speech in India 

 

2. Very few intermediaries have the technological or financial wherewithal to deploy technology 

based automated tools to proactively identify, remove or disable public access to “unlawful 

information or content”. It appears that the Draft Rules have been framed for the purposes of 

regulating large social media platforms with significant number of users in India, but given that 

the definition of ‘intermediaries’ is broad, this will also inadvertently cover a host of other 

intermediaries (including start-ups) which will likely over-censor content shared on their 

platforms in order to comply with this rule. The risk of intermediary liability under the IT Act, 

may lead to over-censorship which may lead to a chilling effect on the freedom of speech and 

expression of users in India. 

 

3. Technology is inherently designed to see issues in “black and white” rather than deciphering more 

nuanced and complex issues. Freedom of speech in a vibrant democracy such as India must be 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

allowed to continuously test its limits. For instance, in the 1970s, Vijay Tendulkar’s play 

“Sakharam Bindher” was banned as it was felt that it was not suitable for Indian audiences. 

However, societal values and traditions evolve continuously and this impacts how society views 

various issues from time to time. This evolution can only be aided by open dialogue on these 

issues and will help develop public opinion on such issues. For instance, the debate relating to the 

criminalization of same-sex relationships was significantly aided by public discourse and 

generating sensitization on such issues. If technology were used to flag content which is not in 

consonance with “acceptable standards” of public discourse on issues affecting society it would 

kill any attempts to generate public opinion on such issues and “freeze” the natural evolution and 

growth of any society.  

 

4. The intermediary, under this Rule 3(9), is required to proactively identify and remove “unlawful 

information or content” using certain technology based automated tools or appropriate 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

mechanisms with appropriate controls. In this regard, neither the IT Act nor the Draft Rules 

provide the definition of “unlawful information or content”. The terms describing “unlawful 

content” are also ambiguous and are nowhere defined in any statute. In addition, Rule 3(9) 

requires the intermediary to follow censorship and further aggressively monitor its platform. This 

aspect destroys the immunity enjoyed by intermediaries which has been jurisprudentially 

recognized in Section 79 of the IT Act.  

 

5. The pre-censorship envisaged in Rule 3(9) has the potential to create a chilling effect on the 

freedom of speech and expression. This provision runs contrary to the pronouncement of the 

Supreme Court of India in Shreya Singhal v. Union of India3 which is against pre-censorship in 

any form and imposition of a blanket ban on content. By virtue of a lack of definiteness and 

clarity, it seeks to confer unbridled and unguided power of pre-censorship on intermediaries. 

                                                           
3 AIR 2015 SC 1523 
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DRAFT INTERMEDIARIES GUIDELINES (AMENDMENT) RULES 2018. 

RULE 

NO. 

KEY ISSUES COUNTER COMMENTS 

6. The provisions of Rule 3(9) gives rise to a dichotomy between the statutory provisions of Section 

79(2)(b)(iii) of the IT Act (which lays down a statutory condition to avail of the exemption 

contemplated in Section 79(1)) and Rule 3(9) of the Draft Rules since an intermediary may 

inadvertently no longer remain eligible for the safe harbour provisions or immunity / exemption 

contemplated in Section 79(1) read with Section 79(2)(b)(iii) of the IT Act and such a situation 

will be inconsistent with the legislative intent behind Section 79 of the IT Act.  

 

We humbly request MEITY to review the Draft Rules, in view of the various practical and legal challenges in implementing the Draft 

Rules in their current form, as highlighted in this memorandum and other public comments. We shall be pleased to render any further 

assistance that may be required in relation to examining various concerns around the spreading of fake news or any proposed 

amendments to the 2011 Rules or any modifications to the Draft Rules. 

 

Yours sincerely 

Economic Laws Practice 
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Meity Ref No.  Rule Number and the relevant 
excerpts from the referred 

comments 
 

Counter Comments By The Endretta  

MIT/79/082 
 

 
MIT/79/071 

 
And  

 
MIT/79/024 

Rule 3(9) 
 

MIT/79/082 
 
“Currently available 
technological tools are 
inapposite for identifying and 
removing unlawful content” 
 
“While unlicensed use of 
copyrighted content may prima 
facie appear unlawful, such use 
may be protected under the 
doctrine of fair dealing under the 
Copyright Act, 1957” 
 
“Some of the existing tools use 
fingerprinting technology which 
compares the allegedly unlawful 
content with pre-existing content. 
For instance, to determine 
copyright infringement, content 
uploaded by a user can be 
compared with a database of 
copyrighted content and 
technologies, albeit inaccurate, 
still exist. However, in contrast, 
building detection algorithms for 
determining the legality of 
content with no comparators is 
extremely onerous and difficult” 
 
“The use of these blunt tools for 
content filtering and removal will 
have a serious chilling effect on 
free speech” 

 
At the outset, we believe the criticism around the 
filtering obligation that rule 3(9) seeks to impose on 
intermediaries, on the ground that the same will entail 
censorship and have a chilling effect on freedom of 
expression, seems to be a bit of an overreaction. The 
provision attempts to draw contours to the right to 
free speech, to pursue a legitimate aim; therefore, 
outright rejection thereof by labelling it as an attack 
on free speech and privacy, is in principle a hasty and 
fallacious approach.  
 
The concern that tools are error prone and would 
filter lawful content covered by fair use exceptions is 
well founded. But this should not undermine the long 
term goal that the rule attempts to achieve. Deletion 
of the rule or replacing the word “shall” with “may” 
to make automatic filtering optional; could be a 
popular opinion driven and permeated by tech sector 
rhetoric, but not a prudent one. Ideally, the solution 
should be compatible with the obligation of the Govt. 
to address the concerns of the content industry. As 
German Parliamentarian Axel Voss (the man who 
played a significant role in drafting Directive on 
Copyright in the Digital Single Market, in Europe) 
rightly said, “Huge American platforms make money 
whilst our creatives die out. This is why we have to 
strengthen their rights and make platforms 
responsible”. It is time that we too follow a similar, if 
not the same approach. Tech Industry has grown at 
the expense of content industry for decades. Since the 
content is anyway uploaded on platforms like 
YouTube by users, the platforms refuse to negotiate 
agreements with rights owners for licensed content, 
on fair terms, which results in widening “value gap”. 
These platforms are earning millions without paying a 
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IV.C. SUGGESTIONS BY IRA 

LAW 
 

A. For the reasons elaborated 
hereinabove, the Ministry of 
Electronics and Information 
Technology may consider 
deletion of this sub-rule. 
 
B. Alternatively, the Ministry 
may consider making the 
deployment of technological tools 
voluntary rather than mandatory 
by replacing the word “shall” 
with “may”. While this would 
encourage intermediaries to adopt 
technological tools when possible 
and as and when they are 
available, it will not make the 
availability of the safe harbour 
under Section 79 dependent on 
the deployment of these tools. 
 
C. The Ministry may also 
consider clarifying the scope of 
the term “appropriate controls” 
appearing in this rule. 

 
MIT/79/071 
 
The draft rules include a mandate 
to deploy automated tools to filter 
content. As we have argued in 
Europe, automated content filters 
are a 
crude control instrument, and are 
of limited use when assessing the 
legality of content where context 
is essential. 

 
● In opting to encourage 
automated tools, the government 
is putting primacy on the speed 
and quantity, rather than the 
quality, of content removals. 
These are blunt and inappropriate 
metrics of success when critical 
fundamental rights are at stake. 

fair share to the original creators / copyright owners. 
This rule will help in reducing the ‘value gap’ and 
route more money to content creators like musicians, 
artists and journalists. It will boost their bargaining 
power and the tech giants will be under pressure to 
strike fair deals with them.  
 
Intermediaries can’t be burdened with unreasonable 
expectations, but at the same time, content industry’s 
concerns can’t be overlooked. We have to find the 
middle path. This can be achieved by retaining the 
rule but supplementing it with detailed guidelines 
providing for the procedural safeguards and the 
appropriate measures that intermediaries must put in 
place while designing/ deploying / implementing / 
using / maintaining automated tools. Intermediaries 
must provide for the provision of human review of 
requests for remedy, so that wrongful removals could 
be immediately contested by uploaders. Rather, AI-
suggested content removals should be approved by 
human moderators, 24x7, in order to tone down / 
mitigate adverse effects on the rights of users. 
External review and audit of automated tools 
implemented by the intermediaries, by govt., could be 
an option too, so as to ensure transparency in 
operation of such systems.  
 
Furthermore, doing away with the content neutrality 
of the law must be considered. In is undeniable that 
while automatic tools could be enormously helpful in 
detecting infringing content (because of the 
availability of comparable copyrighted content), their 
reliability rate is low across other areas like 
defamation and obscenity, owing to poor 
understanding of context. In such circumstances, we 
must look at making the tools mandatory for limited 
purposes. Discarding the filtering obligation in 
general just because tools are unsuitable for some 
categories of expression, is incredibly hard to justify. 
If we can eradicate online piracy through automatic 
filtering, why shouldn’t we do that, at-least? The 
restrictive application of the provision is a viable 
option and it could be achieved by limiting the 
definition and scope of the term “unlawful content” 
for the purpose of this rule.  
 
As regards the feasibility, complying with the 
filtering obligation is not an impossible feat for the 
intermediaries. They have been successfully filtering 
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Filtering tools are only effective 
with respect to a small subset of 
illegal content like child 
pornography where the standard 
is well defined and universally 
recognized, and the 
corresponding harm to free 
expression is minimal. 
 
MIT/79/024 
 
The requirement to deploy 
technology and automated tools 
for content control such as 
“proactively identifying, 
removing and disabling” content 
(proposed addition of Sub-Rule 
3(9)) is a grave threat to freedom 
of expression. 

child pornography. YouTube has already been using 
ContentID for monitoring and the system has been 
quite effective, if not error free. However, it is 
pertinent to note that not every copyright owner is 
provided access to the system. Youtube is too vague 
when it comes to the qualifying criteria for using 
ContentID1.They pick the users and their choices are 
arbitrary. People who contribute original content to 
Youtube like big music companies are provided 
access, while small users and activists who work 
against piracy are often denied. Mandatory filtering 
for all users’ content would oblige intermediaries to 
adopt non-discriminatory attitudes.  
 
The subject neutrality of this law is a bit of concern, 
too. Notably, the tools required for filtering are too 
expensive. YouTube is said to have spent $60 million 
to develop ContentID. Furthermore, millions of 
dollars go in maintaining the system. Therefore, some 
sort of immunity to start ups / micro platforms should 
be retained. Absence of any such exemption will have 
an adverse impact on innovation and strengthen the 
monopolies of incumbents. It will clear the field for 
them as far as competition is concerned. It is 
therefore, advisable to exempt start ups and small 
platforms from this obligation. Following criteria 
could be prescribed for exceptions: the intermediary 
should not have existed for more than five years, its 
turnover must be less than 1 crore and the number of 
users must be less than 10 lakh per month. 
 
Further, the rule should not apply to all 
intermediaries. Function as well as control over the 
content must be taken into account before imposing 
the obligation. For instance, cloud services providers 
like Amazon Web Services which do not even have 
access to their customers’ data should be expressly 
exempted. 

 
MIT/79/063 Rule 3(8) 

 
This Sub-Rule has been modified 
as per the judgment in Shreya 
Singhal. However, the norm for 
retention of records should be to 
keep the least amount of data and 
for the least amount of time based 

The Rule 3(8) which seeks to replace Rule 3(4) could 
be seen as a serious flaw in the draft regulations, 
especially from the content industry perspective. The 
erstwhile Rule 3(4) had a reference to acts mentioned 
under Rule 3(2) which include intellectual property 
violations. However, Rule 3(8) does not refer to Rule 
3(2), it rather uses the following words - “constitute 
‘unlawful acts relatable to Article 19(2) such as (a) in 

                                                            
1 See https://support.google.com/youtube/answer/1311402 
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on the purpose for which the data 
is being kept. There should not be 
any requirement to store data any 
longer than necessary. 

  

 

the interests of the sovereignty and integrity of India; 
(b) the security of the State; (c) friendly relations with 
foreign States; (d) public order; (e) decency or 
morality; (f) contempt of court; (g) defamation; or (h) 
incitement to an offence”. Since Intellectual property 
violations do not fall under unlawful acts relatable to 
Article 19(2), content owners will have no provision 
under Rules, to approach intermediaries for the 
takedowns.  
 
The proposed framework, if accepted, would have a 
damaging effect on the content industry and provide a 
breeding ground for piracy (The scale of the problem 
is already massive in India – The Digital Music Study 
Report, 20182 of IMI & IFPI says that 76% of internet 
users admit to using pirated music). Introducing 
mandatory filter algorithms, on the one hand and 
taking away the provision of notice and takedown on 
the other is like moving one step forward and two 
steps back.  
 
In order to hammer out a balanced, fair and improved 
version of Rule 3(8): 
 

a) Firstly, a reference to either Rule 3(2) or IP 
violations in particular, should be 
incorporated in the Rule 
 

b) Secondly, an exception should be carved out 
for IP violations when it comes to the 
meaning of “actual knowledge”. It is pertinent 
to note that erstwhile Rule 3(4) mandated 
intermediaries to take down all content falling 
within the scope of Rule 3(2), once notified 
about the same. While the Shreya Singhal 
judgment read down the Rule to hold that 
intermediaries will be considered to have 
actual knowledge only upon receipt of a court 
/ executive order, the Mypace judgment took 
the view that a notice from right holder would 
constitute “actual knowledge” for the purpose 
of copyright violations. Taking Myspace 
judgment as the guiding principle, on this 
point, IP violations should be treated 
differently from ‘unlawful acts’  relatable to 
Article 19(2). 

 

                                                            
2 http://indianmi.org/be/wp-content/uploads/2018/10/Digital-Music-Study-2018.pdf  
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There is a need to appreciate two things here – Shreya 
Singhal judgment had a different context, the ratio 
and reasoning therein should not be applied to IP 
violations. Secondly, homogenous grouping works 
best, when it comes to applying a particular law to 
various subject matters. Heterogeneous grouping and 
one size fits all approach does not work well. IP 
violations are not fit to be placed along with 
‘unlawful acts’ relatable to Article 19(2) owing to the 
major difference in nature and gravitas of the acts.  
 
As regards the requirement for retaining the data, the 
time period prescribed under the proposed Rule is 
neither less nor more. It is a good prescribe, for 
investigation purposes.  
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S.No 
**Meity  
Ref. No  

Counter Comments By Cyber Peace Foundation On Draft Intermediaries Guidelines (Amendment) Rules] 2018. 

*Rule 
Number 

Counter Comments 

1 
 
 
 
 
 
 
 
 
 

MIT/79/011 
 
 
 
 
 
 
 
 
 

3(7) 
 
 
 
 
 
 
 
 
 

(a) At times it may not be financially viable for all intermediaries, including small organizations to be incorporated in India. 
(b) Local incorporation should not be mandated as it would act as a barrier to global trade. 
(c) The Companies Act, 2013 provides a comprehensive regulatory framework to companies for conducting business in India and 

already addresses relevant concerns. 
 

Cyber  Peace  Foundation  therefore  suggests  that  the  Regulation  only  require  the  Intermediary  to  appoint  a  Nodal  office  or 
Representative, who may  respond  on  behalf  of  the  Intermediary  situated  outside  India.  This  creates  liability  on  the  Intermediary 
towards Indian Rules and Regulations.   

 

2 
 
 
 
 
 
 
 

MIT/79/072 
 
 
 
 
 
 
 

3(5) 
 
 
 
 
 
 
 

Creating  exceptions with  respect  to  the  time  frame  of  reverting  on  case  to  case  basis  depending  on  the  size  and  complexity  of  data 
demanded, may become a reason for delay of justice in cases, resulting into tragedy, such as in case of terrorism, murder or any other such 
crime where the delivery of information cannot be delayed by an hour and which may even lead to loss of life. 
 
Rather Cyber Peace Foundation proposes that the time limit of intimation by virtue of the lawful order should be left on the discretion of 
the Court. The Court may decide the time in which the assistance or information should be served depending upon the seriousness of the 
issue.  
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3 
 
 
 
 
 
 
 
 
 
 
 
 

MIT/79/072, 
MIT/79/086 
 
 
 
 
 
 
 
 
 
 
 

3(9) 
 
 
 
 
 
 
 
 
 
 
 
 

(a) The use of automated tools to identify and remove unlawful content would cause the intermediaries to actively monitor content on 
their platforms which goes against the role of intermediaries as neutral channels and infringes the right of privacy of users. 

(b) With respect to the Intermediary guidelines the term ‘Unlawful content’ is not defined properly as to decide which content lies this 
may intermediaries to over filter the content to be a safe harbour. 

(c)  It may perhaps be possible by only  for  a  few  intermediaries, who have  the  technological  capability  to meet  this  requirement. 
Mostly  intermediaries may  lack  the  technical capability  for screening  the content due  to non‐availability of  technology or higher 
cost of the same. 

(d)  Looking at  the  instances user’s data has been used without consent,  this  rule may give  them a  legal  right  to perform any  such 
activities more openly, thereby affecting the data privacy of users. In the case of Kent Ro Systems Ltd & Anr vs Amit Kotak & Ors, 
The Delhi High Court held that “Merely because intermediary has been obliged under the IT Rules to remove the infringing content 
on receipt of complaint cannot be read as vesting in the intermediary suo motu powers to detect and refuse hosting of infringing 
contents”.  In  another  case  of  Shreya  Singhal  vs Union  of  India  Supreme  Court  of  India  held  that  “intermediaries must  not  be 
required  to  screen  content or  assess  the  legality of  such  content”.  The  issue  related  to  copyright‐  infringing  content  is  already 
covered in detail in Section 52 of the Copyright (Amendment) Act, 2012 and Rule 75 of the Copyright Rules, 2013. 
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COUNTER COMMENTS TO THE DRAFT INFORMATION TECHNOLOGY 

[INTERMEDIARY GUIDELINES (AMENDMENT)] RULES, 2018 

SUBMITTED BY: INTERNET SOCIETY INDIA DELHI CHAPTER 

Internet Society Delhi Chapter (ISOC Delhi) expresses its gratitude to the Ministry of 

Electronics and Information Technology (MeiTY) for conducting a public consultation on the 

Draft Information Technology [Intermediary Guidelines (Amendment)] Rules, 2018 (Draft 

Amendment) and inviting comments from the stakeholders on the Draft Amendment. ISOC 

Delhi has perused the comments submitted by the various stakeholders including trade 

associations, content aggregators, telecom service providers, civil societies, etc.  

While ISOC Delhi commends the multiple views expressed by the stakeholders, it would like 

to reiterate its views on the Draft Amendment:  

1. The Draft Amendment lacks procedural safeguards to protect intermediaries and 

users against mala fide exercise of power. Since the Draft Amendment does not 

provide for due processes, ISOC Delhi believes that this may be detrimental to the 

fundamental rights of users, namely, freedom of speech and expression and privacy. 

 

2. The Draft Amendment is not in consonance with international standards and global 

practices such as the Manila Principles, which specifically provide that intermediaries 

should be shielded from liability for third-party content and never be made to 

proactively monitor or assess the legality of content uploaded on its platform. In 

relation to this, the Draft Amendment disregards the Supreme Court of India‟s (SC) 

ruling in Shreya Singhal v. Union of India1(Shreya Singhal case) which clarified that 

intermediaries are not to act as adjudicators of unlawful content. 

 

3. The Draft Amendment imposes onerous obligations on intermediaries such as 

providing monthly notices to users, taking down „unlawful‟ content within 24 hours of 

receiving an order and mandatory incorporation in India. These obligations adversely 

hinders the right to freedom of trade, business, and profession of intermediaries as 

such obligations are unreasonable and not feasible.  

 

4. The provisions of the Draft Amendment fail to fulfil the three-pronged test of legality, 

necessity, and proportionalityas laid down by the SC in the case of K. Puttaswamy v. 

Union of India2(Puttaswamy case) that upheld the fundamental right to privacy of 

Indian citizens.  

Several stakeholders are in agreement with ISOC Dehi‟s position on the provisions of the 

Draft Amendment. However, a few seem to have missed a few factors whilst providing their 

comments. Accordingly, please find below the counters to the comments submitted by 

various stakeholders on the Draft Amendment:  

1. Rule 3(2) – Disclaimers – In addition to the inclusion of the disclaimers pertaining to 

information that threatens public health, safety, and critical information infrastructure, 

                                                      
1Shreya Singhal v. Union of India, (2015) 5 SCC 1. 
2K. Puttaswamy v. Union of India, 2017 (10) SCALE 1 
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the Election Commission of India has proposed the inclusion of content - “in violation 

of any provisions of election law or/and directions of the ECI during the period of any 

election”. This provision is unnecessary as electoral content is already governed and 

regulated under the Representation of People Act, 1951 and Model Code of Conduct 

issued by the ECI. Since Rule 3(2) already consists of undefined, vague, and 

ambiguous terms such as “promotion” or “threaten”, therefore the addition of terms 

such as “directions of the ECI” and “any provision of election law” further adds to the 

ambiguity in the rule.  

 

2. Rule 3(4) – Monthly notices – The rule mandates intermediaries to inform users 

about the termination of their  access rights in case of any contravention of the 

intermediary‟s privacy policy or user agreements on a monthly basis. Some 

stakeholders have proposed that the user notification obligation under the rule should 

not be applicable to entities providing B2B services such as cloud service providers 

(CSPs) as they do not provide any platform for users to communicate on as is 

applicable to other content sharing platforms. However, this rule is likely to cause 

„notification fatigue‟ among users with intermediaries providing monthly notifications, 

and some platforms may not offer opportunities for monthly interactions with users at 

all. Thus, merely excluding entities offering business to business (B2B) services like 

CSPs from such an obligation will not serve the relevant purpose, and ideally the 

requirement for monthly notices should be reconsidered in its entirety.  

 

 

3. Rule 3(5) – Tracing the originator of content – Some stakeholders have commented 

that (i) tracing obligations should be applicable to content sharing platforms/social 

media platforms only and CSPs should be exempted from identifying and removing 

access to unlawful information including information that infringes any intellectual 

property; and (ii) judicial safeguards must be incorporated to ensure due process. As 

stated in our earlier submission, the proposed rule is contrary to the ruling in the 

Shreya Singhal case as it mandates intermediaries to trace the originator of content, 

thereby imposing unreasonable restrictions on users‟ right to freedom of speech and 

expression. The rule is also vague and arbitrary as it consists of terms such as 

“information and assistance”, which could be misinterpreted and used for surveillance 

purposes by the Government without any checks and balances. This rule is also 

redundant as it seeks to create a parallel process to the existing legal framework 

under the Code of Criminal Procedure, 1973, which already enables law enforcement 

agencies to obtain information from intermediaries.  

 

 

4. Rule 3(9) – Proactive Monitoring – One of the comments has noted that 

intermediaries, specifically, social media, search engines, and user generated 

content platforms have knowledge of the type of content being made available on 

their platforms and such intermediaries therefore, must be mandated to proactively 

identify and remove access to unlawful content or information.It has also been 

proposed that deleted rule 3(4) of the Information Technology (Intermediary 

Guidelines) Rules, 2011 should be restored, as it enabled notice and takedown 

process, to limit the distribution of unlawful content posted on the intermediary‟s 

platform.  
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These proposals are in contravention of the SC‟s ruling in the Shreya Singhal case 

where the Supreme Court read down the rule and held that intermediaries are 

required to comply with a takedown request only upon receiving actual knowledge of 

a court order or order by an authorized government agency. Restoring this provision 

will also impose an onerous obligation on intermediaries to monitor and assess the 

lawfulness of content, which is inconsistent with the role of an intermediary as 

defined under the Information Technology Act, 2000 (IT Act).  

This obligation not only curbs free speech online but mandates surveillance of private 

communication transmitted by users. As noted in several submissions, the obligation 

indirectly controls encryption practices by discouraging the use of end-to-end 

encryption. Discouraging the use of end-to-end encryption puts Indian users and 

Indian economy at greater risk. The rule is also in violation of the right to privacy as 

upheld in the Puttaswamy case as it fails to satisfy the three-pronged test of legality, 

necessity, and proportionality. 

In the light of the above counter comments, ISOC India Delhi Chapter urges the MeiTY to 

consider its submission to ensure that the fundamental rights of users are protected along 

with the business interests of intermediaries. Any regulation of intermediaries must keep in 

mind due process, procedural safeguards, and judicial precedents upheld in this regard. 
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CCAOI counter comments on Intermediary Guidelines Amendment Rules 2018                             Page | 1  

 

CCAOI Counter Comments on the Information Technology [Intermediary Guidelines 

(Amendment)] Rules, 2018. 

CCAOI thanks the Ministry of Electronics and Information Technology (MeitY) for providing us 

the  opportunity to submit our  counter comments in response to the submissions on the 

Information Technology [Intermediary Guidelines (Amendment)] Rules, 2018 (the Amendment).   

Being the representative of  different stakeholders of the internet ecosystem in India – internet 

service providers, content providers, intermediaries, including cyber cafe, and consumers, 

CCAOI‟s  aim is to promote internet to the common masses in India by voicing the challenges of 

entrepreneurs and grievances of consumers on their behalf and help create a better internet 

ecosystem in the country. 

In the last decade, India has seen a surge in smartphones, access to the internet, and a plethora of 

online services for communication, payments, social media, etc. This has helped to empower the 

common citizen in the country. The adoption of these services has been heavily dependent on the 

intermediaries and the quality of services they offer. Therefore,  any new regulation introduced 

on intermediaries must keep in mind that it does not curtail innovation, operations and business 

interests of intermediaries which in turn may affect the adoption of the internet in the country 

and the digital economy.  Any new regulations should be so formulated that it should bring 

together and nurture interest‟s of all stakeholders so that the internet ecosystem grows uniformly 

across India.  

 

Overall comments of CCAOI on the proposed Intermediary Amendments 

Based on our review of the comments provided to the by various stakeholders, we note that 

several stakeholders agree with our position that the Proposed Rules: 

(a) go beyond the scope of the Information Technology Act, 2005 (“IT Act”); 

(b) are in conflict with the statutory immunity provided to intermediaries under section 79 of 

the IT Act; 

(c) are in contravention with the Supreme Court‟s ruling in Shreya Singhal v. Union of 

India
1
; 

(d) have a potential to infringe upon the citizens‟ right to privacy.  

However, we note that certain stakeholders have expressed views widely different from ours and 

some have even raised additional obligations for intermediaries. We set out below our responses 

to those comments and suggestions received by the MeitY in relation to each of the Proposed 

Rules, which we believe are a cause of concern. 

Specific counter-comments to the suggestions and comments on the Intermediary 

Guidelines 

While many of the comments submitted are aligned to the comments submitted by CCAOI, 

however, we note that certain stakeholders have expressed views widely different from ours and 

                                                      
1
Shreya Singhal v. Union of India, (2015) 5 SCC 1.  
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some have even raised additional obligations for intermediaries. We set out below our responses 

to those comments and suggestions received by the MeitY in relation to each of the Proposed 

Rules, which we believe are a cause of concern. 

S. No. Rule Comment Counter-comment 

1.  3(4) (a) The platform should 

meaningfully and periodically 

inform the users of the 

consequences of non-compliance 

on a principle-based approach. 

 

 

 

(b) Instead of notifying users at least 

once a month, notification for 

the consequences of non-

compliance should be shared 

once a month after last login by 

the user. 

(a) A „one size fits all approach‟ 

notification process to notify users of 

the consequences of non compliance 

should not be applied. Rather, 

intermediaries should be allowed to 

determine how to communicate with 

their users or notify their users, 

whenever there is an updation of 

policies or services.   

 

(a) There is no evidence to suggest that 

notifications such as those prescribed 

in the Proposed Rules will lead to 

increased compliance. Rather, this 

may lead to „notification fatigue‟ 

among users, leading to a negative 

impact on overall user experience. 

2.  3(5) (a) Obligation on intermediaries to 

assist government agencies and 

in tracing originators of content 

should only rest with content 

aggregators and not service 

providers or cloud service 

providers or online market-

places. 

 

 

(a) Placing an obligation on 

intermediaries to tracing originators 

of content - 

 

(i) May result in the violation of the 

users‟ right to privacy;  

(ii) Go beyond the ambit of the safe-

harbour provisions under section 

79 of the IT Act provided to 

intermediaries; and 

(iii)May result in proactive filtering 

and censorship. 

 

3.  3(7) (a) Only content-sharing platforms 

should be required to be 

incorporated in India. 

(b) Alternate criteria for 

incorporation: 

(i) user base threshold for an 

intermediary be revised to 

(a) Any business entity should be 

accountable to the consumers they 

serve and abide by the law of the 

country. However, the Intermediary 

guidelines is not the appropriate 

document for incorporating such 

requirements to make companies 

more accountable.  
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S. No. Rule Comment Counter-comment 

50 lakh users with an 

identifiable location in India; 

(ii) user base threshold for an 

intermediary be reduced to 

10 lakhs; 

(iii)revenue based model with a 

rational business nexus with 

India. 

(c) Having a physical office or 

branch office in India can be an 

alternate to incorporation. 

(b) The Companies Act, 2013 

(“Companies Act”) provides a 

comprehensive regulatory framework 

to companies for conducting business 

in India and already addresses 

relevant concerns. 

4.  3(8) (a) Take-down requests must be 

expedited in critical situations. 

  

 

 

(b) Data retention for a period of 

180 is justified. 

(c) Deletion of data without 

permission to do so from 

relevant government agency will 

be regarded as destruction of 

evidence. 

(a) Any obligation in relation to 

takedown requests, must be covered 

by section 69A of the IT Act, which 

deals with takedown requests and not 

section 79, which is a safe-harbour 

provision that relates to exemptions. 

 

(b) The data retention requirement is not 

just created without any checks and 

balances, but also leads to concerns 

regarding the privacy of the users 

involved with such information and 

records. 

5.  3(9) (a) Obligation to monitor content 

should be limited to content-

sharing platforms. 

 

(b) „Unlawful content‟ should be 

defined. 

 

(c) Alternatives to „unlawful 

content‟: 

(i) copyright-infringing content; 

(ii) information listed in rule 

(a) Sec 3.9 should be deleted in its 

entirety because:  

(i) The use of automated tools to 

identify and remove unlawful 

content would cause the 

intermediaries to actively 

monitor content on their 

platforms which goes against the 

role of intermediaries as neutral 

channels; 

(ii)  „unlawful content‟ is a vague 

term and places too onerous a 

responsibility on intermediaries 
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S. No. Rule Comment Counter-comment 

3(2); 

(iii)content prohibited under 

article 19(2) of the 

Constitution. 

to identify content.  

(b) Placing this requirement even on 

solely content-sharing platforms 

results them in acting as active and 

not reactive intermediaries. Imposing 

an obligation of proactive monitoring 

on an intermediary would result in an 

unreasonable burden on the 

intermediary and goes against the 

rulings of Indian courts in Shreya 

Singhaland Kent RO Systems and 

Another v. Amit Kotak & Others.
2
 

(c) Asking intermediaries to proactively 

screen content, will erode trust of 

people, weaken the use of strong 

encryption and lead to censorship. 

Also, it will fail to achieve the 

objectives which the government is 

aiming at, while impacting all 

intermediaries.
[1]

 

(d) The issue related to copyright-

infringing content is already covered 

in detail in Section 52 of the 

Copyright (Amendment) Act, 2012 

and Rule 75 of the Copyright Rules, 

2013.   

 

 

                                                      
2
(C.S.(Comm.) 1655/2016).  
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Rule Number Counter Comments

1

MIT/79/011 

WIPRO
Rule 3(7) 

According to WIPRO the data localization requirement is crucial as it enables storing of information and data domestically 
especially sensitive and personal data and data that is generated and collected by operators of Critical Information 
Infrastructures which facilitates easy access and quicker remedial responses in case of occurrence of a cyber incident. 

Our comment: Rule 3(7) directs incorporation under the prescribed conditions. It does not refer to data localisation. Data 
localisation will change the nature of the internet as we have known it. It will lead to fragmentation of the internet and 

obstruction of free flow of data. Further, incorporation is not a sine‐qua‐non for a quick remedial responses to cyber incidents. 

As explained in Sflc.in’s comments, a representative office or branch as suggested under Vietnam’s Cybersecurity Law might be 

a viable alternative to incorporation.

SFLC.in’s Counter Comments to the Draft Intermediaries Guidelines (Amendment) Rules, 2018 (“the Draft Rules”)

S.No
Meity 
Ref. No 

Draft Intermediaries Guidelines (Amendment) Rules] 2018.
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2

MIT/79/027

The Indian 
Music 

 Industry 

Rule 3(4)
Rule 3(9)

A. Rule 3(4)

The Indian Music Industry (“IMI”) has recommended that Rule 3(4) should be reintroduced along with the notice and 
takedown regime as it was before the Shreya Singhal judgment.

Our comment: In the Shreya Singhal judgment Shreya Singhal v. Union of India, (2015) 5 SCC 1  (“Shreya Singhal”) the Supreme 

Court had read down Sec. 79(3)(b) of the IT Act and Rule 3(4) of the corresponding rules to mean that an intermediary upon 

receiving “actual knowledge” in the form of a court order or on being notified by the appropriate government or its agency will 

be liable to take down content.

The said judgment is the law of the land with regard to the intermediary liability regime in India. The “notice and takedown” 

regime which was in effect earlier was overhauled by the Supreme Court in 2015. Therefore, the Rules cannot be amended to 

bring back the earlier system that was in place.

B. Rule 3(9)

IMI supports the deployment of technology based automated tools under Rule 3(9) of the Draft Rules and has recommended 

adding “infringement of intellectual property” under the definition of “unlawful content”. They have also suggested adding an 

enforcement provision in the rule that makes intermediaries liable for violation of Section 3(9).

Our comment: Intermediaries should not be required to determine the legality of content as it goes against the judgment in 

Shreya SInghal. In the case of Myspace v. Super Cassettes [236 (2017) DLT 478] , which was related to copyright infringement, 

the Delhi High Court had held that “If an intermediary is tasked with the responsibility of identifying infringing content from 

non‐infringing one, it could have a chilling effect on free speech.” 

A similar reading was given by the same court in Kent RO Systems Ltd. v. Amit Kotak  (“Kent RO”) [240 (2017) DLT 3], wherein 

the court held that the intermediary cannot be asked to decide whether an intellectual property right has been infringed or not 

‐ “...whether a intellectual property right has been infringed or not is more often than not a technical question with which the 
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MIT/79/034

Election 
Commission 
of India

Rule 3(2)

The Election Commission of India (“ECI”) has recommended that Rule 3(2), which lists down certain information to be 
incorporated in user agreements/ terms and conditions, be modified to include ‐ “violation of any of the provisions of 
election law or/ and directions of the Election Commission, during the period of any election.”

Our comment: Rule 3(2) uses broad and vague terms such as ‐ grossly harmful, harassing, hateful and disparaging. As the Draft 

Rules require intermediaries to inform users not to publish information contained in Rule 3(2) and take down such information 

as well, [please refer to Rule 3(3), 3(4) and 3(13) of the Draft Rules]. Though according to law only information listed in Art. 

19(2) can be taken down from intermediary platforms, private companies may still enforce their user agreements/ terms and 

conditions as per contract law. 

The misuse of intermediary platforms for influencing elections in nation states is a real problem, which warrants urgent 

attention, a recommendation to prohibit content on platforms which violates ‘any provision of election law or directions of 

election commission, during the election period’ will have a chilling effect on speech and might disturb the sanctity of free and 

fair elections. 

In the Shreya Singhal judgment, the Supreme Court held that using overbroad and undefined terms which might include a very 

large amount of protected and innocent speech, will lead to a chilling effect and impede free speech right of citizens. 

Courts steeped in law also struggle and nothing in the IT Act and the IT Rules requires an intermediary, after having been once 

notified of the Intellectual Property Rights, not allow anyone else to host on its portal infringing goods/matter. The 

intermediaries are not possessed of the prowess in this respect.” 

YouTube’s “Content ID” system for detecting content that infringes copyright has been criticized for censoring even original 

content. It should also be noted that automated systems are not efficient enough to determine the legality of the use of 

copyrighted works, especially for fair use exemptions. Such a determination must be made by the judiciary.

Introduction of a provision that would make intermediaries liable for violating Rule 3(9) is beyond the scope of these Rules and 

would result in excessive delegation of legislative power.
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4

MIT/79/045

Indus Law
Rule 3(5)
Rule 3(8)

A. Rule 3(5)

IndusLaw has suggested that the requirement to trace out the originator of information as per Rule 3(5) of the Draft Rules 
should be specifically limited to the information and details listed under Rule 3(2) of the Draft Rules.

Our comment: The requirement to trace the originator of the information is beyond the scope of this regulation and is in 

violation of the K.S Puttaswamy v. Union of India  (“Puttaswamy”) judgment WP (Civil) No. 494 of 2012, wherein the Supreme 

Court had recognized the fundamental right to privacy.

The most concerning aspect of this requirement is how it will affect intermediaries like WhatsApp and Signal who provide 

personal communication services (over the Internet) which are end‐to‐end encrypted i.e. wherein even the service provider 

does not have access to the content of messages/ information which flows through their platform. Introducing a traceability 

requirement for end‐to‐end encrypted services will lead to breaking of such encryption and thus compromising the privacy of 

individuals. This will also require other intermediaries who do not offer end‐to‐end encryption services to install mechanisms 

for tracking each and every activity on their platforms, which may severely impact free speech and privacy rights of citizens. 

Any regulation proposed by the Government, which has the purport of violating the privacy of individuals needs to pass the 

four‐pronged test (legality, necessity, proportionality and procedural guarantees against abuse) enunciated by the Supreme 

Court in the Puttaswamy judgment. The traceability requirement proposed under the Draft Rules, is not a proportionate or 

necessary measure.

B. Rule 3(8)

Page 39 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)



5

MIT/79/072

India Tech

Rule 3(5)
Rule 3(7) 
Rule 3(9)

A. Rule 3(5)

India Tech has recommended that the ability to trace the “originator” of information must aim to place responsibility on 
social media, messaging and content hosting platforms. 

Our comment: The most concerning aspect of the requirement of traceability is how it will affect intermediaries like WhatsApp 

and Signal that provide personal communication services (over the Internet) which are end‐to‐end encrypted i.e. wherein even 

the service provider does not have access to the content of messages /information which flows through their platform. 

Introducing a traceability requirement for end‐to‐end encrypted services will lead to breaking of such encryption and thus 

compromising the privacy of individuals making use of such services for their private communication. In August of 2017, a nine‐

judge bench of the Supreme Court in Puttaswamy (supra) held that “the right to privacy is protected as an intrinsic part of the 

right to life and personal liberty under Article 21 and as a part of the freedoms guaranteed by Part III (fundamental rights) of 

the Constitution.” The judgment comprises of six different opinions, but at various points, the judges have held that 

informational and communicational privacy forms a part of the overall privacy of a person and unauthorised use or use of such 

information without the informed consent of users violates their privacy. 

B. Rule 3(7) 

1. India Tech has recommended that user base threshold for an intermediary to fall under the incorporation and local office 
requirement should be reduced to 10 lakhs from the current 50 lakhs. 

Our comment: 10 lakh users is even a lower threshold as compared to 50 lakh users. This will bring almost all intermediaries 

under a new set of compliance requirements causing many start‐ups to bear the brunt of high costs stemming from 

incorporation under Companies Act, 2013. This would even affect many applications like peer to peer communication tools 

used by the Free and Open Source(FOSS) community.

2. India Tech has recommended that it may be more beneficial to make the proposed changes more stringent and ensure
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2. India Tech has recommended that it may be more beneficial to make the proposed changes more stringent and ensure 
that any sizeable or relevant intermediary entity (Indian and foreign) providing goods/services through a digital platform in 
India is made subject to this provision and is required to have a permanent establishment in India. 

Our comment: We believe that representative office or branch office is a viable alternative to incorporation. All security related 

problems can be adequately addressed through this. Moreover, the provision requiring incorporation of intermediaries can 

lead to compliance burden and should be made voluntary for intermediaries. As the definition of intermediaries covers a large 

gamut of service providers ‐ web browsers, open encyclopedias, messaging applications, search engines etc. this may harm 

innovation and the eventual adoption of technological tools in India. 

C. Rule 3(9)

India Tech has recommended that certain types of content can be filtered under this provision, such as explicit, hateful or 
harmful content that can have social or political repercussions. 

Our comment: Rule 3(9) creates a positive obligation (by use of the words “shall” and “proactive monitoring”) on 

intermediaries to remove content.This implies that even without a court order, intermediaries have to actively pre‐screen and 

filter content that is ‘unlawful’. This provision of proactive content filtering is against the judgment  of the Supreme Court in 

Shreya Singhal, wherein the court had held that intermediaries are neutral platforms that do not need not need to exercise 

their own judgment to decide what constitutes legitimate content. The Rule requires intermediaries to scrutinize user 

generated content and determine its legality ‐ a task which must be undertaken by the judiciary. Algorithms have limited ability 

to assess context. Even the most advanced automated systems cannot, at the moment, replace human moderators in terms of 

accuracy and efficiency. This is mainly because artificial intelligence is currently not mature enough to understand the nuances 

 of human communica on. 
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MIT/79/078

Xiaomi Group
Rule 3(5) 
Rule 3(7)

A. Rule 3(5) 

The Xiaomi Group (“Xiaomi”) has recommended that the traceability requirement under Rule 3(5) of the Draft Rules should 
not be mandatory and a ‘best efforts’ basis should be applied to such a requirement. They have suggested that, “in case 
intermediaries are unable to trace the originator despite making best efforts, the reasons can be provided in writing and this 
should be taken as fulfilment of the obligation.” Xiaomi has stated that this traceability requirement, due to its vagueness 
and absence of procedural safeguards on individual privacy will violate the fundamental right to privacy. 

Our comment: We believe that any requirement of traceability in the Draft Rules will lead to breaking of encryption, including 

end‐to‐end encryption provided by certain intermediaries, which will severely compromise the communicational and 

informational privacy rights of citizens as recognized by the Supreme Court in KS Puttaswamy v. Union of India. 

Creating an optional requirement for traceability, like the one suggested by Xiaomi, will create confusion in the regulatory 

regime, as vague terminology such as ‐ ‘best efforts’ will result in over compliance by intermediaries to protect their safe‐

harbour protection as per Sec. 79 of the IT Act. Tying the intermediary safe‐harbour to an ill‐defined regulatory mechanism will 

thus result in violation of privacy rights of Indians citizens. This requirement fails to satisfy certain elements of the Supreme 

Court’s four pronged test for privacy violating regulation, specifically the principle of necessity and proportionality and 

requirement for procedural safeguards.  

We agree with Xiaomi that due to its vagueness and lack of procedural safeguards, this requirement will harm the privacy rights 

of citizens. 

B. Rule 3(7)

Xiaomi has recommended that the incorporation and local office requirements under Rule 3(7) of the Draft Rules be 
applicable to a list of intermediaries as notified by the government. They have also recommended that such a requirement 
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should not be based on a threshold limit (such as the current 50 lakhs users) but apply to all intermediaries notified by the 
government. 

Our comment: For providing assistance to law enforcement agencies, an incorporation standard, as stipulated by the Draft 

Rules, is disproportionate and will prove to be burdensome on small‐medium sized businesses who might not have the 

requisite capacity for such compliance. This also takes away the choice of intermediaries to explore different businesses 

structures, under Indian law, according to their unique requirements, such as ‐ partnerships, trusts, societies etc. 

The mandatory requirement for incorporation under the Companies law of India cannot be introduced in a subordinate 

legislation under the IT Act and for this legal mandate, the government will need to amend the Companies Act, 2013. Thus, this 

is excessive delegation and goes beyond the scope of the Intermediaries Guidelines Rules. Incorporation requirement will also 

affect many Free and Open Source Software(FOSS) tools and platforms as these are often managed by the community and do 

not have any centralised structure. 

Xiaomi has suggested that the government should maintain a list of intermediaries on whom these requirements for 

incorporation and local office be applicable, but they haven’t defined the criteria basis which the government should select 

these intermediaries, which may lead to arbitrary application of the regulatory mechanism on certain intermediaries.
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MIT/79/083

Reliance Jio 
Infocomm 
Ltd. 

Rule 3(5) 
Rule 3(8)
Rule 3(7)
Rule 3(9)

A. Rule 3(5) and Rule (8): 

1. Reliance Jio Infocomm Ltd. (“RJIL”) RJIL has recommended that for intermediaries to provide effective assistance to 
government agencies for law enforcement, information requests should be categorized depending on ‐ critical information 
and non‐critical information. Critical information, where the government perceives a grave risk/ threat to national security, 
shall be provided by intermediaries within 36 hours and non‐critical information could be provided at the current cap of 72 
hours. 

Our comment: Firstly, any such categorization of information between critical and non‐critical will have to be dealt with in the 

parent statute, in this case ‐ the IT Act and not the Intermediaries Guidelines Rules, which prescribe the due diligence standards 

for intermediaries to attain a safe harbour against third party content. An amendment to the IT Act will be required for defining 

these categories. Secondly, RJIL has not provided the reasons for reducing the time limit from 72 to 36 hours in case of critical 

information. Thirdly, such a categorization may effectively reduce the cap for all kinds of information to 36 hours, which may 

add to the compliance burden, specially for small and medium sized intermediaries. 

2. RJIL is in support of the requirement for ‘tracing out of the originator of information’ by intermediaries, as may be 
required by authorised government agencies. RJIL has further stated that “OTT players employ end‐to‐end encryption under 
the guise of providing better security to users. But such features, although perceivably beneficial to users, are detrimental to 
national interest and hence should not be allowed.”

Our comment: We believe that any requirement of traceability in the Draft Rules will lead to breaking of encryption on various 

digital platforms which will prove detrimental to the fundamental right of informational and communicational privacy of 

citizens, as recognized by the Supreme Court in its judgment KS Puttaswamy v. UOI. Any regulation which has the purport of 

violating the privacy rights of citizens will need to pass the test of necessity and proportionality, along with having procedural 

safeguards to avoid abuse, as laid by the Supreme Court in KS Puttaswamy. Incorporating such a requirement of traceability 

goes beyond the scope of subordinate legislation ‐ Draft Intermediaries Rules and considering that the IT Act, under Sec. 69, 

already empowers the government to intercept, monitor and decrypt information, subordinate legislation under another 

provision ‐ Sec. 79 of the IT Act, cannot introduce a parallel requirement of decryption. 

End‐to‐end encryption plays a vital role in guarding the privacy rights of citizens in the digital world. Online banking 

t ti i il d i ti b t f i l / b i d th i li t / t d th i t
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transactions; privileged communication between professionals/ businesses and their clients/ customers; and the private 

communications of citizens are safeguarded against malicious players using encryption technology. Thus, the recommendation 

by RJIL that encryption technologies shall not be allowed to exist in the country is detrimental and will substantially harm the 

digital security of the country. 

3. RJIL is in support of 24‐hour takedowns by intermediaries in cases of unlawful content, when supported by a notification 
by the government agencies or a court order, as provided by the Draft Rules. 

Our comment: It is important to point out that only that content which is in line with restrictions on free speech as prescribed 

by Art. 19(2) of the Constitution of India may be considered unlawful by intermediaries when intimidated by a court order or an 

appropriate government and its agencies.  24‐hour takedowns will increase the compliance burden on intermediaries and will 

take away the opportunity for intermediaries to assess each request before taking down of content, specially for those requests 

which are made by appropriate governments and their agencies. 

B. Rule 3(7)

RJIL supports the requirement in the Draft Rules on intermediaries who have more than 50 lakh users in India to be 
incorporated under the Companies Act, 1956/ 2013. RJIL has stated that this requirement will help law enforcement 
agencies in implementing laws effectively and hold foreign firms accountable for violations under the IT Act. 
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MIT/79/086

Star India 
Private 
Limited 

Rule 3(9)

Rule 3(9)

1. Star India Private Limited (“Star India”) has suggested that Rule 3(9) should be amended to read: The Intermediary shall 
deploy technology based automated tools or appropriate mechanisms, with appropriate controls, for proactively identifying 
and removing or disabling public access to unlawful information or content including information specified in sub‐clauses(a) 
to (l) of Rule 3(2). 

Our comment: Rule 3(9) creates a positive obligation (by use of the words “shall” and “proactive monitoring”) on 

intermediaries to remove content. This implies that even without a court order, intermediaries have to actively pre‐screen and 

filter content that is ‘unlawful’. This provision of proactive content filtering is against the judgment in Shreya Singhal, wherein 

the Supreme Court had held that intermediaries are neutral platforms that do not need to exercise their own judgment to 

decide what constitutes legitimate content. 

The Rule requires intermediaries to scrutinize user generated content and determine its legality ‐ a task which must be 

undertaken by the judiciary. In the case of Myspace (supra), the Delhi High Court held that intermediaries are immune from 

liability against copyright infringement for third party content unless “actual knowledge” on their part can be proved. 

2. Star India have also recommended that an amendment should be made to Rule 3(9) of the Draft Rules to clarify that the 
phrase ‘unlawful information’ refers to information mentioned in Rule 3(2) including information which ‘infringes any 
patent, trademark, copyright or other proprietary rights’.

Our comment: It is important to clarify that Sec. 81 of the IT Act clarifies that the Act will have effect irrespective of what is 

contained in other statutes barring matters under the Copyright Act, 1957 or the Patents Act, 1970. Thus, the safe‐harbour 

guaranteed under Sec. 79 in terms of trademark and other proprietary rights to intermediaries supersedes Rule 3(2) of the 

Draft Rules. 

Further, with respect to copyright, intermediaries cannot be the arbitrators of legality of IP rights. As per the case of Myspace 

(supra), which was related to copyright infringement, the Delhi High Court had held that “If an intermediary is tasked with the 

responsibility of identifying infringing content from non‐infringing one, it could have a chilling effect on free speech.”
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MIT/79/088

ShareChat
Rule 3(7)

ShareChat supports Rule 3(7) as it provides greater responsibility to offshore, social media applications that are generating 
and distributing large volumes of content to Indian citizens in an unregulated manner. Sharechat also recommends that the 
fifty lakh user limit should be lowered to ten lakh users.

Our comment: Mandatory requirement for incorporation under the Companies law of India cannot be introduced in a 

subordinate legislation under the IT Act. This is excessive delegation and goes beyond the scope of the Intermediaries 

Guidelines Rules.

     

Ten lakh users is even a lower threshold as compared to 50 lakh users. This will bring almost all intermediaries under a new set 

of compliance requirements causing many start‐ups to bear the brunt of high costs stemming from incorporation under 

Companies Act, 2013.

10

MIT/79/016

Foundation 
of Data 
Protection 
Professionals 
in India

Rule 3(2)
Rule 3(4)
Rule 3(7) 
Rule 3(9)

The Foundation of Data Protection Professionals in India (“FDPPI”) have recommended a number of additions in the Draft 
Rules such as ‐ formulation of a Intermediary Dispute Resolution Management Center and an Intermediary Dispute 
Resolution Policy; and other substantive changes in inter alia Rule 2, 3(1), 3(2), 10, 11, 12 and 13. For the purpose of our 
counter comments, we have only considered those modifications suggested by FDPPI which relate to the changes made by 
MeitY to the existing Intermediaries Guidelines Rules, 2011. 

A. Rule 3(2)(j) and (k) of the Draft Rules

FDPPI has recommended that the Draft Rules retain Rule 3(2)(j) and (k) which prohibit the promotion of cigarettes alcohol 
and other intoxicants.

Our comment: There is no known precedent for banning such categories of content altogether in any medium. There are 

certain restrictions on the display of such content in motion pictures and there are prohibitions in place against advertising 

such products, but such content is not banned altogether. The sub‐clause, in its current form, can be interpreted to include 

responsibility of identifying infringing content from non infringing one, it could have a chilling effect on free speech.

A similar reading was given by the same court in Kent RO, wherein the court held that the intermediary cannot be asked to 

decide whether an intellectual property right has been infringed or not ‐ “...whether a intellectual property right has been 

infringed or not is more often than not a technical question with which the Courts steeped in law also struggle and nothing in 

the IT Act and the IT Rules requires an intermediary, after having been once notified of the Intellectual Property Rights, not 

allow anyone else to host on its portal infringing goods/matter. The intermediaries are not possessed of the prowess in this 

respect.”
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activities that go beyond advertisement of such content, such a photograph containing consumption of alcohol by a user of a 

social media platform. Our recommendation is to remove this sub‐clause entirely as it violates the freedom of speech and 

expression guaranteed under the Constitution of India.

B. Rule 3(4) 

FDPPI has recommended that: (a) every user should have a registered communication address that is verified for its 
correctness; (b) users shall be intimated at least once every month, at the time of login to avail the services; and (c) when 
communication with user fails due to incorrect address, the intermediary shall deactivate the user account until a 
reactivation request.

Our comment: Making the safe‐harbour protection guaranteed to intermediaries under Sec. 79 of the Information Technology 

Act, 2000 (“the IT Act”) conditional on registered user accounts and deactivation in case of non‐verification, is excessive and 

will lead to over regulation. These suggestions should not form part of regulations as they also encroach upon independent 

business decisions and structures. 

For monthly notification requirements, we believe that it will lead to consent / user fatigue (excessive content/ user 

notifications leads to dilution of meaningful and informed consent). If the intent behind introducing this requirement is to 

meaningfully communicate to users their terms of use and privacy agreements, then mandatory monthly notifications will not 

solve this problem, rather it will prove to be a counter‐productive tool and desensitise users to their obligations and possible 

privacy harms from using services.

C. Rule 3(7)

While agreeing entirely to Rule 3(7) of Draft Rules, FDPPI has also recommended that intermediaries shall register 
themselves with the IN‐CERT with a self certified confirmation of compliance and also submit an annual confirmation on 
such continued compliance. 

Our comment: For providing assistance to law enforcement agencies, an incorporation standard, as stipulated by the Draft 

Rules, is disproportionate and will prove to be burdensome on small‐medium sized businesses. 

The mandatory requirement for incorporation under the Companies law of India cannot be introduced in a subordinate 

legislation under the IT Act and for this legal mandate, the government will need to amend the Companies Act, 2013. Thus, this 

is excessive delegation and goes beyond the scope of the Intermediaries Guidelines Rules. 

The Draft Rules, don’t define what is meant by ‘users in India’ ‐ whether these are registered users or daily users and who is the 

authority which will determine such a user base. Further, there does not seem to be a scientific rationale behind arriving at the 
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50 lakh threshold, as this will effectively cover a large number of intermediaries considering the internet user base of India is 

nearing 500 million. This might lead business to re‐think business strategies in India, thereby hampering innovation. 

D. Rule 3(9)

FDPPI has recommended that intermediaries shall use technology based automated tools for reasonably identifying 
unlawful information on a proactive basis and flagging the content as ‘considered inappropriate’. FDPPI’s comments then list 
out in detail the procedure to be followed once such content has been flagged as inappropriate, it contains a review by the ‐ 
Grievance Officer and further decision making mechanism listing down responsibility on the ‘Competent Authority’ under 
Sec. 69 or 69A of the IT Act. 

Our comment: Any automated content filtering mechanism will hamper the online free speech of citizens as such tools rely on 

technology that is not without fault. Automated tools have inherent biases and their use leads to over censorship. We 

recommend that the requirement of deploying automated tools for proactive content filtering should be removed from the 

Draft Rules.

Having said that, FDPPI’s recommendation incorporates a layer of human review post the automated content filtering, we 

believe that such recommendations go beyond the scope of delegated legislation and such changes will need to be made in the 

parent statute, by way of an amendment. Long drawn review mechanisms will have an invasive effect on free speech by making 

private players the arbitrators of illegal content, which is against the ruling of the Supreme Court in Shreya Singhal v. UoI. 
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AZB & Partners – Confidential  
February 14, 2019      

Page 2 of 20 

 

 
BACKGROUND 

 

 
1. At the outset, we are grateful that the Ministry of Electronics & Information Technology, 

Government of India ("MeitY") has invited various stake-holders to provide counter comments to 
the public comments published in respect of the draft Information Technology (Intermediary 
Guidelines (Amendment) Rules), 2018 ("Draft Rules").  
 

2. In recent years, India has embraced significant advancements in the IT sector, including in areas 
such as cloud computing, data processing and web hosting, machine learning, artificial 
intelligence, block chain, IoT, payment intermediaries, social media portals etc. As a result, users 
in India have been able to access various forms of intermediary services developed by global and 
Indian companies, such as cloud computing, social media portals, chat portals, Internet search 
engines and portals, etc. The Government has also on various occasions expressed its vision to 
transform India into a digitally empowered society and knowledge economy, commonly referred 
to as the 'Digital India' programme.  
 

3. We understand that proliferation of 'fake news' or imminently harmful content (for eg. which leads 
to mob violence or lynching, pornographic content, child sexual abuse material, etc.) in certain 
forums accessible through the digital medium is an issue that requires careful consideration. We 
appreciate the endeavor to involve intermediaries in engaging with the Government to seek 
solutions in this regard. It is, however, important that any measures that propose to address this 
menace are limited to addressing this specific objective, are made applicable to appropriate 
classes of intermediaries on a best effort basis, and do not restrict the innovative needs of the 
digital sector, or free flow of information.  
 

4. We believe that: - 
 
(a) a deeper engagement between the private sector, law enforcement agencies and the 

Government is required to address the issue identified above; and  
 

(b) any framework that proposes to formalize this engagement should grant due 
consideration to operational, technical and legal challenges submitted by intermediaries 
and legal experts familiar with this sector and the issue at hand. 

 
5. The public comments on the Draft Rules published by MeitY indicate that almost all the 

contributors (across varying sectors, expertise and practice areas) have either requested for 
clarification and incorporation of suitable safeguards, asked for deletion of certain provisions 
altogether or raised significant concerns with the verbiage of certain provisions, highlighting their 
contradiction with judicial precedents requiring: - (a) protection of fundamental rights to privacy 
and legitimate speech of users in India; and (b) no attribution of knowledge of content to 
intermediaries, except in limited circumstances as may be prescribed.

1
 Addressing these 

concerns is of paramount importance to ensure that the Draft Rules conform with the 
proportionality, necessity and reasonableness tests laid down by the Supreme Court of India 
("SC") in K.S. Puttaswamy v. Union of India.

2
  

 
6. In our view, the necessity of introducing certain provisions in the Draft Rules should be weighed 

against the possible adverse impact on the Internet experience for users in India, the need to 
balance the powers proposed to be granted to the authorities against the safe harbor protections 
required by intermediaries, availability of intermediary services to users in India, and innovative 

                                                      
1
  Shreya Singhal v. Union of India, (2015) 5 SCC 1 

2
  (2017) 10 SCC 1 
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Page 3 of 20 

solutions and encryption protections necessary for the flourishing of the digital sector in India.  
 

7. Section 79 of the Information Technology Act, 2000 ("IT Act") grants an intermediary immunity 
from liability in respect of third-party information, data or communication link made available or 
hosted by such intermediaries, as it recognizes that the intermediary is merely a conduit or 
channel used by users to host their own content. This immunity is available to an intermediary, 
provided it observes certain due diligence measures described under the rules formulated under 
Section 79 of the IT Act viz. the Information Technology (Intermediary Guidelines) Rules, 2011 
("IT Guidelines"). 
 

8. In our view, any changes proposed under the Draft Rules would necessarily need to be 
connected to the due diligence measures to be implemented by intermediaries and should not 
prescribe requirements that are extraneous or inconsistent with the IT Act, such as specifically 
mandating local presence to act as an intermediary in India (Rule3(7))

3
 and, establishing 

automated filtering tools to monitor content (Rule 3(9)).
4
 

 
9. We would request MeitY to consider: - 

 
(a) as has been highlighted by various other commentators, that the IT Guidelines constitute 

a delegated legislation, and rule – making powers made available to an executive body 
should not overreach the scope of the enabling legislation, i.e. the IT Act, or be 
inconsistent with or repugnant to the IT Act.

5
 For above reasons, we agree with multiple 

comments that any requirement of local presence, or automated tools for proactive 
filtering of content sought to be introduced under the Draft Rules can only be enforced 
through a new legislation, and not through an executive notification issued by an 
executive body such as MeitY; and 

 
(b) the concerns raised by various legal, industry and civil advocacy experts holistically, prior 

to bringing other amendments into this nuanced area, specifically in relation to stringent 
takedown timelines, stricter timeline to respond to requests for information or assistance 
etc. 

 
10. For the present purpose, we would also like to point out that India is in the process of enacting a 

data protection law and the recently published Personal Data Protection Bill, 2018 ("Bill") was a 
step in that direction. Accordingly, any further legislative or execution action that may, inter alia: - 
 
(a) impact freedom of expression of users and sharing of legitimate content by users;  

 
(b) introduce additional powers that enable Government access to data of users (in addition 

to access rights already available to the Government in other legislations including the IT 
Act);  
 

(c) lead to scenarios wherein intermediaries consider it prudent to censor and exercise 
judgment in respect of data merely hosted, stored or made available by them so as to 
continue availing their safe harbor protection;  

 
should be consistent with the data privacy principles enshrined under said Bill, including 
reasonableness and purpose, collection & storage limitation. 

  
11. In the above background, we have submitted below our counter comments to the public 

comments to the Draft Rules published by MeitY. 

                                                      
3
  Please refer to our counter comments at S. No. 1 for more details in this regard. 

4
  Please refer to our counter comments at S. No. 10 for more details in this regard. 

5
  State of Karnataka v. Ganesh Kamath, (1983) 2 SCC 40 
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1. Disagree with: 
 
(i) MIT/79/083 (IV); 
 
(ii) MIT/79/011 (6). 

 
Agree with: 
 
(i) MIT/79/021 (II.4.); 

 
(ii) MIT/79/048 (Page 188 & 

Page 189); 
 

(iii) MIT/79/041 (5.1 to 5.4); 
 

(iv) MIT/79/058 (Page 258 & 
Page 259); 
 

(v) MIT/79/064 (B.4.); 
 

(vi) MIT/79/157 (1.1 to 1.6); 
 

(vii) MIT/79/166 (Page 
add.1/76). 

 

3(7) Local Incorporation and Presence 
 
We disagree with comments (MIT/79/083; MIT/79/011) which support local 
presence for certain categories of intermediaries, for reasons given below.  
 
In our view, which is also shared by majority of the commentators, the 
requirement for certain intermediaries (having 'users' of a certain number) to be 
incorporated in India in accordance with Indian companies' law and have a 
registered office in India is not connected and is in fact contrary to the enabling 
legislation – IT Act. We agree with majority of the submissions that Section 79 
of the IT Act permits the executive to bring in procedural guidelines under the 
IT Guidelines, however landmark changes requiring mandatory local presence 
would have to be backed by a legislative action. 
 
Also, setting up a local presence would trigger various exchange control and 
taxation implications, which would need to be considered while drafting any 
new legislation in this regard.  
 
We also agree that the intent of the Draft Rules (which is described in its 
accompanying Press Release) is solely focused on controlling proliferation of 
harmful content (such as fake news, child sexual abuse content, pornography, 
mob violence, imminent threats to life and security in India, etc.), which does 
not require a local presence for an intermediary to operate in India. Presently, 
various intermediaries have already appointed nodal officers to respond to 
requisition requests from authorized Government agencies, and the existing 
framework may be made more robust to aid the Government in prosecution 
and investigation of criminal activity or threats arising in India.  
 
It is also pertinent to note that the IT Act already has extra – territorial 
jurisdiction, which in some instances has been recognized by the Courts in 
India, requiring intermediaries to set up Grievance Officers to comply with 
requests. This too supports the view that the proposed requirement is not 
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suitable to be brought in under the Draft Rules and are excessive as alternate 
means of access are anyways available to the Government, under other laws 
as well as MLATs executed with other countries. Such interpretative provisions 
may lead to exit of various intermediary services from India, as they would be 
unable to submit to such compliance requirements or set up local presence 
solely to address their users in India.  
  
Further, this proposed provision also poses the following issues: - 

 
(i) Need for clarity on how the criteria of 50 lakh users has been arrived at. 

Different intermediaries may calculate their respective user bases 
differently (such as India users v. worldwide users, users who merely 
access the website v. users who subscribe to the services offered on the 
website etc.). Accordingly, we are unsure as to how this provision can be 
uniformly enforced, as it would cause for interpretation in various forms.  
 

(ii) This provision does not clarify as to how the relevant authorities will verify 
the quantum of the user base of an intermediary. 
 

(iii) No criteria have been prescribed as to how the Government may identify 
additional intermediaries, who would be subject to this Rule. This may 
potentially raise challenges on the grounds of arbitrariness and bias. By 
way of an example, under the Bill, the concerned authority may identify 
certain data fiduciaries (data controllers) as 'significant data fiduciaries'. 
The Bill hence identifies how a data fiduciary will be classified as a 
significant data fiduciary. The proposed Rule 3(7) however does not 
provide similar grounds and is hence subject to challenge both on due 
process and necessity.  

 
Recommendations  
 
In light of the concerns identified above, the requirement for incorporation of a 
company and having a permanent registered office in India should be removed 
from Rule 3(7). The same can only be brought in through a legislative 
framework, after due consideration of existing remedies available under the IT 
Act and MLAT's executed with other countries.  
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The Government's requirement to have a local point of contact for law 
enforcement matters can be addressed by appointment of a nodal officer. 
 
Any proposed framework should also clarify: - 
 
(i) the manner of calculation of user base; 

 
(ii) suitable grounds on the basis of which the Government may require 

additional intermediaries to comply with requirements hereof, and 
 

(iii) suitable process (including applicable timelines) which describe how 
requests may be submitted by enforcement agencies (including providing 
reasons for such requests) and how an intermediary may seek clarity or 
challenge such a request. Stop the Clock provisions should be introduced.  

 

2. Disagree with: 
 
MIT/79/083 (II). 
 
Agree with: 
 
(i) MIT/79/159 – 

[Recommendations]; 
 

(ii) MIT/79/023 Page 3, 
 

(iii) MIT/79/063 – A, MeitY 
page 309;  
 

(iv) MIT/79/064 – A.2. 

3(5) One size fits all approach 
 
We disagree with the comment that similar regulations relating to national 
security should be imposed on all communication providers, or platform 
providers, terms that are used interchangeably in this submission.  
 
It is our view that intermediaries such as platform providers make a variety of 
services available to their users, such as social media websites, cloud 
services, search engines, ecommerce, etc., and accordingly the nature of 
obligations that should be imposed on each such provider should 
correspondingly differ, to the extent applicable. If such difference is difficult to 
incorporate in the legislative framework, it is suggested that the Government 
require intermediaries to extend assistance, on a best effort and practicable 
basis, and urgently for cases of emergency. 
 
This suggestion for differing regulations has been submitted by various other 
commentators as well (MIT/79/159 – [Recommendations], MIT/79/023 Page 
3, MIT/79/063 – A, MeitY page 309, MIT/79/064 – A.2), as these 
commentators also believe that certain provisions of the Draft Rules (such as 
ensuring traceability assistance, or removing content within a stringent 
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timeline, or monitoring content for proactive removal, etc.) may be difficult to 
implement for certain categories of intermediaries, as some of them are simply 
providing business – to – business services to other intermediaries; some are 
not offering a curated content and merely hosting or enabling access to 
content belonging to a third party and may not be in a position to monitor all 
content, and hence should not be required to undertake liabilities for said 
content, if they are unable to trace its origin for justified reasons.  
 
Recommendations 
 
We urge MeitY to consider these submissions and frame provisions that 
identify classes of intermediaries and regulate their obligations on a differed 
basis.  
 

3. Disagree with: 
 
MIT/79/083 ((I) 3). 
 
Agree with:  
 
(i) MIT/79/157 (Para 6.1);  
 
(ii) MIT 79/159 (Page 7);  

 
(iii) MIT/79/161 (3(a));  

 
(iv) MIT/79/163 (Page 3);  

 
(v) MIT/79/164 (Page 2);  

 
(vi) MIT/79/021(II (2)); 

 
(vii) MIT/79/022 (Rule3(5));  

 
(viii) MIT/79/041 (4.1, 4.2); 

 

3(5) 72-hour timeline applicable across intermediaries and categories of 
information and assistance 
 
We disagree with the suggestion of maintaining this timeline of 72 hours 
(MIT/79/083 – (I)3), and making it even shorter for critical cases, on account of 
practical implementation challenges, as described above. If this interpretation 
is taken up, it would cause for a situation wherein intermediaries simply hand 
over information to the Government agencies, which would fundamentally alter 
the manner in which users experience the Internet and also hamper the 
development of intermediary solutions for users in India. 
 
We agree with concerns raised by multiple stakeholders that imposition of a 
stringent 72-hour timeline to respond to any request for information or 
assistance posed to intermediaries by Government agencies will lead to 
disclosure of varied categories of information of data subjects, without allowing 
for a reasonable time period during which due process principles can be 
honored either by the Government or the intermediary.  
 
In Shreya Singhal judgment, the SC held that any requests for citizen data 
should comply with due process, which means that any such request should 
be clear, transparent and subject to review. In this regard, we entirely agree 
with majority submissions that such requests should be for critical situations, 
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(ix) MIT/79/048-(Proposed 
amendment 3(5));  
 

(x) MIT/79/049 ((F) Page 3); 
 

(xi) MIT/79/058 (Rule3(5)); 
 

(xii) MIT/79/061 (Page 2);  
 

(xiii) MIT/79/064 (Para B(3)); 
 

(xiv) MIT/79/075; 
 

(xv) MIT/79/077 ((3)(i)); 
 

(xvi) MIT/79/029 (Rule 3(5)); 
 

(xvii) MIT/79/066 (Rule 3(5)). 
 
 

infrequent, and submitted through written orders by lawfully authorized 
Government officials that can be reviewed by intermediaries for their veracity 
and scope. Intermediaries should also be able to engage with Government 
agencies if any technical challenges could hamper their ability to address the 
request. Practically speaking, this entire exercise cannot be completed in 72 
hours.  
 
We also agree that application of a common and aggressive timeline across 
categories of information (ranging from severe, imminent, non – imminent, 
intrusive, unnecessary, non – critical, etc.) would lead to unintentional delays in 
intermediaries' response to critical requests, often for reasons beyond their 
control. As discussed above, certain categories of intermediaries may even be 
unable to provide the requested information, if they have no access to the 
user's content. It would be legally untenable then for such intermediaries to 
lose their safe harbor protection, despite working on responding to varied 
information requests.  
 
It is likely that only organizations with sufficient resources may be able to 
respond to said requests expeditiously by deploying staff solely for this activity, 
however any small or medium sized intermediaries (including incumbent 
innovators in this space) would reconsider introducing services for users in 
India, due to the technical and manpower costs involved.  
 
Recommendations 
 
We agree with multiple recommendations that intermediaries may be required 
to respond urgently on matters of national security (or matters identified under 
Section 69A of the IT Act), and for other instances, in an expeditious manner.  
 
In any case, safe harbor protections should not be impacted if an intermediary 
is unable to respond to said requests in the manner prescribed, if it extends 
reasonable and practicable efforts to do so or can provide reasonable reasons 
explaining its inability to assist, including passage of time, or technical 
challenges in accessing content or information requested. Such clarification 
requests from intermediaries should 'Stop the Clock' on any prescribed 
timeline. 
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4. Agree with:  
 
(i) MIT/79/157 (Para 6.2); 

 
(ii) MIT/79/157 (Points for 

consideration (e)); 
 

(iii) MIT/79/161 (3(b) (c)); 
 

(iv) MIT/79/041 (4.3); 
 

(v) MIT/79/042 (Para 3); 
 

(vi) MIT/79/048 (Proposed 
amendment 3(5));  
 

(vii) MIT/79/049 ((b) Page 5). 

3(5) Lack of clarity on 'Government agencies' who can request for information 
or assistance 
 
The last part of the Rule states that only lawfully authorized agencies can 
request for traceability assistance, however this limitation is missing in the 
initial part of the Rule, wherein 'any government agency' can request for 
assistance.  
 
We agree with comments submitted by various stakeholders, requesting for 
clarity on the Government agencies who can ask for information / assistance 
under Rule 3(5). As also highlighted in the comments we agree with, the Bill 
also envisages mandatory principles to be followed in respect of data of data 
subjects, namely, reasonableness, purpose limitation and necessity, all of 
which are not addressed by Rule 3(5).  
 
As has been highlighted in comments, under the Bill, Government agencies 
are not obligated to protect personally identifiable data at an equivalent 
standard expected from private entities, which makes it crucial for these 
information requests to be permitted from lawfully authorized Government 
agencies only who have a specific and justified purpose in requesting such 
information, as review remedies are not available either to intermediaries or 
data subjects under the Bill or the Draft Rules.  
 
Recommendations 
 
It should be expressly clarified that only lawfully authorized agencies 
(specifically appointed for this purpose, consistent with due process principles 
laid down under other rules framed under the IT Act– such as the 2009 rules 
for requesting encryption, decryption or monitoring) should be permitted to 
invoke this Rule 3(5). Any misuse or over-use would adversely impact the 
Internet experience for users in India, the encryption protection they 
reasonably expect for usage of intermediary services / portals, and their 
fundamental right to privacy and legitimate speech. 
 

5. Agree with: 3(5) Allow Intermediaries to review & respond, and ensure compliance with 
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(i) MIT/79/163 (Page 3 (iv)); 

 
(ii) MIT/79/021 (II (2));  

 
(iii) MIT/79/026 (S. No. 3); 

 
(iv) MIT/79/029 (Rule 3(5)). 
 

due process  
 
We agree with multiple comments requesting for intermediaries to seek clarity 
on requests for information, at which stage 'Stop the Clock' mechanism should 
apply to prescribed timeline.  
 
Recommendations 
 
To ensure due process in disclosure of citizen data to Government agencies, 
intermediaries should be permitted to seek clarification, confirm veracity and 
scope of the request, extract relevant information only, ascertain whether 
information is even available with them, etc. Such clarification requests should 
'Stop the Clock' on any prescribed timeline. 
 

6. Disagree with: 
 
MIT/79/083 (Para II (3)). 
 
Agree with:  
 
(i) MIT/79/161 (3(e) 3(f)); 

 
(ii) MIT/79/163 (Page 3 (ii)/ 

Page 8-9);  
 

(iii) MIT/79/166 (point 3); 
 

(iv) MIT/79/021(II (3)); 
 

(v) MIT/79/048 (Proposed 
amendment 3(5));  
 

(vi) MIT/79/049 ((F) Page 3); 
 

(vii) MIT/79/058 (Rule 3(5)). 
 

3(5) (i) 'Enabling traceability' – Request for clarity 
 

In K.S. Puttaswamy judgment, the SC held that any access or 
intervention to citizen data should meet tests of legality, necessity and 
proportionality. We have noted that many stakeholders have urged MeitY 
to ensure that Rule 3(5) is framed in alignment with the aforesaid tests, 
and we submit our agreement in this regard. 
 
We agree with multiple submissions that this Rule may be invoked only 
when the Government has considered alternate means of crime 
prevention, and strictly in connection with serious offences and / or 
investigations. 
 
We also believe that this provision should be re-drafted appropriately so 
that the nature, form, scope and extent of traceability assistance to be 
provided by an intermediary and what 'enabling traceability' actually 
means is clarified.  
 
Without the above clarity, we believe that it would be legally untenable to 
subject intermediaries to loss of safe harbor protections, otherwise made 
available under Section 79 of the IT Act. 
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 As many commentators have pointed out, intermediaries should only be 
required to submit subscriber details to authorized Government agencies 
and Courts for the purposes of complying with traceability requirements 
under Rule 3(5). 
 

(ii) Adverse impact on encryption standards available to users in India 
 

We disagree with the submission (MIT/79/083 (Para II (3))) that 
encryption standards are only perceived to be of benefit to users in India 
and are instead detrimental to national interest. Respectfully, there are no 
available studies to corroborate this statement, whereas there is 
adequate information in India and offshore on the utility and protection 
provided by encryption technologies, and the need to deploy said 
technologies to ensure delivery of protected services to users in India. In 
fact, the digital sector continuously works on strengthening encryption 
standards, in order to protect systems from security threats or criminal 
activity.  
 
Users in India often rely on encryption standards deployed by 
intermediaries conducting business in India and expect this protection in 
exchange of using intermediaries' services.  
 
Excessive or unnecessary invocation of Rule 3(5) would cause for 
intermediaries to default on their contractual confidentiality and 
encryption commitments to users in India, which may adversely impact 
the Internet experience for users in India. This would also expose Indian 
user data to cyber-crimes and security threats, if encrypted end – to – 
end systems that are deployed for intermediary services across 
jurisdictions are often diluted to address frequent access and traceability 
requests in India. 

 
Recommendations 
 
We support the Government's intention to bring in a framework basis which 
proliferation of fake news / rape videos etc. can be curbed in India, however 
this Rule should be restricted to addressing said objectives, or instances that 
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are an imminent threat to national security (as described under Section 69A of 
the IT Act). Further, submission of subscriber details should be the limited 
traceability assistance required under Rule 3(5).  
 
Any failure to assist should not expose intermediaries to loss of safe harbor 
protection, provided they are able to submit reasons explaining the same. 
 

7. Agree with:  
 
(i) MIT/79/157 (Points of 

consideration (e));  
 

(ii) MIT/79/163 (Page 2); 
 

(iii) MIT/79/048 (Proposed 
amendment 3(5)); 
 

(iv) MIT/79/049((a) Page 5); 
 

(v) MIT/79/058 (Rule 3(5)). 
 

3(5) Limit the scope of Rule 3(5) – in view of principles laid down under 
Shreya Singhal and K.S. Puttaswamy judgments 

 
As suggested by various stakeholders, we request the Government to limit the 
instances when Rule 3(5) can be invoked, to scenarios involving an imminent 
threat to life or national security, and similar serious instances as described 
under Section 69A of the IT Act. 
 

8. Disagree with: 
 
(i) MIT/79/023 (Page 49); 

 
(ii) MIT/79/045 (Point 5 

under Table of Para 5); 
 

(iii) MIT/79/011 (Para 7). 
 
Agree with: 
 
(i) MIT/79/161; 

 
(ii) MIT/79/021; 

 

3(8) We disagree with the comment (MIT/79/023 (Page 49)) that intermediaries are 
exercising significant power and influence, so as to justify removal of their safe 
harbor privileges, by rendering them liable for third party content, which is 
merely hosted or made accessible by them.  
 
We agree with the concerns raised by multiple stakeholders in relation to the 
modifications proposed to Rule 3(8). Our counter comments are given below: - 
 
(i) Need for procedural safeguards 
 

Unlike the procedure and criteria prescribed under Section 69 of the IT 
Act and the rules framed thereunder (such as recording of reasons in 
writing for issuance of an interception order, satisfaction of the Central or 
State Government that taking action is required on account of the 
prescribed grounds etc.), the proposed Rule 3(8) does not prescribe 
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(iii) MIT/79/073; 
 

(iv) MIT/79/066; 
 

(v) MIT/79/075;  
 

(vi) MIT/79/049. 
 
 

similar (or any) procedural safeguards before a notice for removal of 
content can be issued by Government or its agencies. 
 
Enactment of the proposed modifications in the absence of such 
safeguards can be counter-productive since the orders passed by the 
Government or its agencies may be subject to unnecessary and multiple 
challenges (whether before Courts or appropriate Government 
authorities themselves). Such measures would also be in violation of 
proportionality and necessity principles laid down by the Supreme Court 
in Shreya Singhal and K.S. Puttaswamy judgments, and hence can also 
potentially be struck down. 
 
As highlighted in various comments, Rule 3(8) lacks clarity on how the 
Government will ascertain validity of removal requests on grounds of 
defamation / decency / morality, all of which are subjective and best 
adjudged by Courts. We also agree that excessive takedowns will 
adversely impact the freedom of speech of users including legitimate 
speech, and intermediaries too may be inclined to simply remove 
content in order to continue claiming their safe harbor protection. 
 
Recommendations  
 
Incorporate procedural safeguards to regulate the manner in which 
removal requests will be posed to intermediaries. Guidance should be 
sought from similar provisions prescribed under IT Act for situations 
such as monitoring, encryption, etc.  
 
Further, grounds on which removal requests can be submitted should be 
as per Section 69 of the IT Act, hence removal on grounds of 'decency, 
morality' should be deleted.  

 
(ii) Stringent 24-hour timeline 
 

As various commentators have pointed out, removing content on 
account of an order issued by a Court / Government / Government 
agency within 24 hours may have certain operational and technical 
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challenges, such as non-availability of the resources at all times for this 
purpose and the underlying content not being in complete control of the 
intermediary.  
 
We agree that Rule 3(8) should be redrafted to: - 
 
(a) delete the stringent timeline and replace it with expeditious 

assistance; 
 
(b) permit intermediaries to examine, seek clarity and raise concerns in 

relation to removal requests;  
 
(c) 'stop-the-clock' from the moment a clarification is sought by the 

intermediary until such clarification is provided.  
 
Recommendations 
 
24-hour timeline should be deleted, as its excessive and will hamper 
application of due process in processing removal requests. Courts can 
ask intermediaries to remove content, basis a Court order.  
 
'Stop the Clock' provision should be introduced, so that intermediaries 
can ask questions, seek time to consider validity and veracity of the 
request and ensure data is protected and not subject to frequent and 
unnecessary removal / censoring. Intermediaries should be able to 
review the requests, and modifications suggested should be acceptable 
to Government authorities. 

 
(iii) Consistent timeline with Rule 3(12) 
 

Rule 3(12) obliges intermediaries to appoint grievance officers and 
requires such officers to address complaints filed by users within 30 
days from the receipt of such complaints. The proposed requirement to 
remove content within 24 hours (of an order passed by the appropriate 
Government or its agencies) on grounds such as decency / morality / 
defamation should take guidance from the extended timeline available to 
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grievance officers to respond to user requests. We believe that 
consistent and reasonable timelines should be provided to respond to 
requests under Rule 3(8), similar to Rule 3(12). 
 
Recommendations  
 
Extended time period of 1 month is provided to grievance officers to 
respond to user requests, however stringent timeline is proposed under 
Rule 3(8). Consistent and reasonable timelines should be provided 
under Rule 3(8), and emergency assistance may be requested from 
intermediaries in situations posing imminent threat to life and security. 

 
(iv) Need for clarity on "appropriate Government" and "its agency" 
 

Refer our counter comment above to Rule 3(5) with respect to 'Lack of 
clarity on 'Government agencies' who can request for information or 
assistance' which will also be applicable in respect of Rule 3(8).  
 
Recommendations 
 
It should be expressly clarified that only Courts or lawfully authorized 
Government agencies are permitted to send such requests.  

 
(v) Enhanced data retention timeline and other associated issues vis-

à-vis the Bill 
 

We disagree with some of the comments (MIT/79/011 – Para 7) 
justifying the need to retain data for a period of 180 days, as such 
requirements need to be consistent with data minimization & 
proportionality principles envisaged under the Bill.  

 
Another divergent comment (MIT/79/045 – Point 5 under Table of Para 
5) have not provided any reasoning in support of their view. 

 
In our view, enhancement of retention requirements from 90 days to the 
proposed 180 days will pose significant financial and technical challenge 
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S. 

No. 
 

 
MeitY Reference Number 

 

 
Draft Rule Reference 

Number 
 

 
Counter Comments 

 

for intermediaries and could also be in violation of their contractual 
commitments with their users. There is no clarity on the outer limit till 
which Government or its agency may further extend this time period.  

 
In our view, which is also shared by various stakeholders, requiring this 
extended retention period would be contrary to the data minimization, 
purpose & storage limitation requirements contemplated under the Bill. 
Further, the Bill also envisages processing of personal data in the 
interest of security of the State pursuant to a specific law, and in 
accordance with procedures prescribed under such law. The 
modifications proposed to Rule 3(8), whilst provide for removal of 
content on the grounds of interest of sovereignty & integrity of India and 
security of the State, fail to provide the procedure and safeguards on the 
basis of which such data may be used by Government and its agencies.  

 
Accordingly, we do not agree with this modification.  

 
Recommendations 

 
180 days retention period is contrary to principles of the Shreya Singhal 
judgment, and the Bill, and hence should be minimized or reverted back 
to the original 90 days period.  
 

9. Disagree with:  
 
MIT/79/023. 
 
Agree with:  
 
(i) MIT/79/061 (Automated 

Proactive content 
filtering); 
 

(ii) MIT/79/063 (G & H);  
 

(iii) MIT/79/064 (Para B(6));  

3(9) Creation of positive obligation on intermediaries to remove 'unlawful' 
content  

 
We disagree with the comment (MIT/79/023) that some intermediaries are 
acting from a position of influence and control over content hosted on their 
platforms, which necessitates mandatory & proactive filtering of content. It is 
humbly submitted that intermediaries merely provide a medium for hosting and 
accessing of third-party content, which is also recognized under Section 79 of 
the IT Act. Therefore, they cannot be required to monitor unlawful content by 
deploying tools and mechanisms, which would require knowledge of unlawful 
content being transmitted through their platform by third party users.  
 
As has been highlighted in majority of the comments, we also believe that Rule 

Page 64 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)



AZB & Partners – Confidential  
February 14, 2019      

Page 17 of 20 

 
S. 

No. 
 

 
MeitY Reference Number 

 

 
Draft Rule Reference 

Number 
 

 
Counter Comments 

 

 
(iv) MIT/79/070 (c); 
 
(v) MIT/79/077 ((6)(ii) (iii)). 
 
 

3(9) is contrary to the principles laid down in Shreya Singhal judgment, 
wherein the SC has expressly stated that intermediaries do not need to 
exercise judgment on what constitutes legitimate or lawful content, and can be 
asked to remove content only by a Court order, or by lawfully authorized 
Government agencies.  
 
Further, as unlawful content itself is not defined under the IT Act or the rules 
framed thereunder, an intermediary may be able to comply this directive only if 
it exercises judgment on what constitutes unlawful content, and actively 
removes such content. It is reasonable to expect that such filtering will lead to 
inadvertent removal of legitimate content as well, which would negatively 
impact the usage of intermediary services by users in India, and the manner in 
which they post content and views on the Internet.  
 
Recommendations 
 
In view of Shreya Singhal judgment, intermediaries cannot be obligated to 
provide such filtering assistance, and also lose their safe harbor protections for 
failing to comply. This should be deleted or retained only as a best effort 
assistance to be provided by an intermediary, on a case to case basis.  
 

10. Disagree with:  
 
MIT/79/083 (III). 
 
Agree with: 
 
(i) MIT /79/021 

(Recommendations – 4); 
 

(ii) MIT/79/049 (Para (h) – 
Page 195 of 608);  
 

(iii) MIT/79/050 (Para 4); 
 

(iv) MIT/79/058 (Specific 

3(9) Automated Tools – Inability of Artificial Intelligence (AI) to work without 
an Intermediary exercising 'knowledge' 
 
(i) We respectfully disagree (MIT/79/083 (III)) with submissions that this 

requirement should be imposed on intermediaries above a certain 
percentage of 'users', for reasons mentioned below. The classification of 
intermediaries as 'per user' criteria is not be pertinent for deployment of 
such tools, as Shreya Singhal judgment prescribes no higher threshold 
for certain classes of intermediaries. Further, these tools do not exist, and 
if created, would lead to a mass removal or filtering of all types of content, 
whether legitimate or subjective. 
 

(ii) We agree with the majority view that automated tool creation is not 
possible without an intermediary feeding knowledge – based criteria into 
said tools, basis which proactive filtering will take place. This practice 
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S. 
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MeitY Reference Number 

 

 
Draft Rule Reference 

Number 
 

 
Counter Comments 

 

comments on Rule 3(9) – 
Page 264 – 268 of 608);  
 

(v) MIT/79/061 – (Automated 
Proactive Content 
Filtering – Page 301 of 
608); 
 

(vi) MIT/79/026 – (S. No. 5).  
 
 

would place the intermediary in a position to act with knowledge, which it 
is not required to do as per the Shreya Singhal judgment. We agree with 
the view that sufficient safeguards should be built in for intermediaries to 
deploy such tools (for eg, appropriate mechanisms is not described 
adequately), and only best effort practices by intermediaries should be 
the desired benchmark.  
 

(iii) Failure of such tools to remove all unlawful content (which itself is a 
subjective assessment, best determined by Courts or lawfully authorized 
Government agencies as laid down in the Shreya Singhal judgement) 
should not cause for an intermediary to lose its safe harbor protections.  

 
Recommendations 
 
In view of Shreya Singhal judgment, intermediaries cannot be obligated to 
provide such filtering assistance, and also lose their safe harbor protections for 
failing to comply. This should be deleted or retained only as a best effort 
assistance to be provided by an intermediary, on a case to case basis. 
 

11. Agree with: 
 
(i) MIT/ 79/037 (Page 113); 

 
(ii) MIT/79/041 (3.1 & 3.2); 

 
(iii) MIT/79/048 (Page 187); 

 
(iv) MIT/79/166 (Page 

add.1/75); 
 

(v) MIT/79/083 (Other issues 
1.). 

 
 
 

3(4) Periodic user information users  
 
We agree with the industry view that repeated sending of caution notices or 
warnings may result in user fatigue, is superfluous and does not achieve any 
specified purpose. Mandating sending of such regular notices every month 
may also be burdensome for the intermediaries, particularly small and medium 
sized intermediaries who may not have sufficient resources or technology to 
devote to this exercise.  
 
Recommendations 
 
Intermediaries should be provided the flexibility to determine the most 
appropriate way and frequency of keeping their users informed of the 
applicable rules, policies, and user agreement. It is not advisable to connect 
these specific requirements with safe harbor protections, and implementation 
of reasonable practices by intermediaries should be sufficient.  
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S. 
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MeitY Reference Number 

 

 
Draft Rule Reference 
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Counter Comments 

 

12. Agree with: 
  
(i) MIT/79/020 (A); 

 
(ii) MIT/79/065 (Page 348); 

 
(iii) MIT/79/085 (Page 505); 

 
(iv) MIT/79/058 (Page 252). 

3(2)(j) Informing users not to host etc. information that threatens public health 
& safety, promotes cigarettes etc. 
 
We agree with the concerns raised by multiple stakeholders in relation to the 
modifications proposed to Rule 3(2)(j). In fact, even organizations which work 
towards healthcare initiatives have identified that sufficient advertising 
restrictions exist under Indian law, and that some of the products that are 
proposed to be restricted (for eg, ENDS) are in fact not prohibited for usage in 
India.  
 
We also believe that: -  

 
(i) The proposed Rule 3(2)(j) is over-arching in its scope as it intends to 

regulate not only advertisement but also any content pertaining to alcohol, 
tobacco and ENDS. The existing legislations (including excise laws of 
various States, the Cable Television Networks (Regulation) Act, 1995, 
Cigarettes and Other Tobacco Products (Prohibition of Advertisement and 
Regulation of Trade and Commerce, Production, Supply and Distribution) 
Act, 2003 ("COTPA") and Drugs and Magic Remedies (Objectionable 
Advertisements) Act, 1954) only regulate and restrict advertising of liquor, 
tobacco, drugs etc. and do not apply to other content.  
 

(ii) This restriction also may not withstand judicial scrutiny. This is because 
certain provisions of COTPA issued a blanket ban on the use of tobacco 
in cinema and television programmes. These provisions were however set 
aside in the case of Mahesh Bhatt v. Union of India

6
 and Another, as 

being unconstitutional. 
 

(iii) The Drugs and Cosmetics Act, 1940 ("D&C Act") and the rules framed 
thereunder do not regulate e-cigarettes, as it is not classified as a 'drug'. 
Accordingly, requiring intermediaries to regulate hosting of content that 
promotes consumption of e-cigarettes in accordance with the D&C Act 
would be legally untenable.  

 

                                                      
6
  156 (2009) DLT 725 
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S. 
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Draft Rule Reference 
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Counter Comments 

 

(iv) The reference to content that "threatens public health or safety" is broad 
and requires clarity as there is no such definition under the IT Act.  

 
Recommendations 
 
The restriction should be limited to advertisements for products such as 
tobacco, alcohol etc., instead of all forms of content. These restrictions are 
already provided for under separate laws, and Rule 3(2)(j) should be 
consistent with the same.  
 
The advertising restriction should be restricted to these products, and not for 
undefined terms such as 'threatens public health or safety'. 
 

13. Agree with: 
 
(i) MIT/79/058 (Page 253); 

 
(ii) MIT/79/064 (B.1.(b)). 

3(2)(k) Informing user not to host information that threatens critical information 
infrastructure 
 
We agree with the views of other stakeholders that the proposed requirements 
in respect of 'critical information infrastructure' are sufficiently addressed under 
Section 70 of the IT Act read with the Information Technology (National Critical 
Information Infrastructure Protection Center and Manner of Performing 
Functions and Duties) Rules, 2013. We also agree that established authorities 
such as CERT-In should continue handling cyber security incidents and reach 
out to intermediaries as already provided for under the IT Act.  
 
Given this and the fact that non-compliance with the above already attracts 
penal provisions, the proposed insertion of Rule 3(2)(k) is repetitive, excessive 
and would lead to a scenario wherein intermediaries would have to interpret 
which regime is to be complied with. 
 
Recommendations 
 
This Rule 3(2)(k) should be done away with.  
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*Rule Number Counter Comments

1 MIT/79/077 Rule 3(7) COAI recommends the inclusion of the proposed Rule 3(7) which requires intermediaries with more than 50 lakh 
users in India or those notified by the Central Government to be incorporated in India, maintaining a permanent 
registered office in India and appointment of a nodal officer who will coordinate with the law enforcement agency. 
COAI reasons that includion of the intended Rule 3 (7) will bring parity between telecom players and over-the-top 
service providers (who are intermediaries) since the former already has requirements similar to the proposed rule. 

We seek to provide our counter comments to this suggestion on the following grounds: 

(i) Legislative overreach : Section 87 of the IT Act, only empowers the Central Government to make rules to carry out 
the provisions of the IT Act. It could be argued that the proposed amendment to the Intermediary Rules which 
dictate the incorporation of a company for the purpose of operating as an intermediary exceeds the rule making 
power of the Central Government in light of the requirements under Sections 1, 75 and 79 of the IT Act. Specifically, 
Section 79 of the IT Act governs exemption of liability for intermediaries and is a safe harbour provision. However, 
the overriding narrative of Rule 3(7) appears to be ‘control’ and ‘enforcement mechanism’, rather than liability 
exemption. Any alteration to the exercise of control and jurisdiction by the government authorities, should be by way 
of amendment to Section 1(2) and Section 75 of the IT Act; and cannot be by way of an amendment to the 
Intermediary Guidelines. In fact, an amendment to the Intermediary Guidelines, so as to exercise control over 
intermediaries and hold them accountable, defeats the spirit of the safe harbour principle. This is the fundamental 
objection to the above comment made to justify the inclusion of the rule. Even if any measure was required to bring 
parity between different sectors, the mechanism of amending the Intermediary Guidelines to achieve the same goes 
against the intent of the Intermediary Guidelines.

(ii) Not necessary for the objective sought to be achieved : The basic objective of Section 79 of IT Act and the Intermediary 
Guidelines is to protect intermediaries from liability that it would have otherwise attracted if it was directly 
providing the relevant product or service and not just receiving, storing or transmitting electronic record on behalf of 
another, i.e. acting as an intermediary. For instance, if any infringing content is posted by a user on a social media 
platform, the Intermediary Guidelines protects the social media platform (subject to compliance with its requirements ) 
from actions which may be taken by the affected party. Consequently, the affected party can only proceed against the 
person who had actually posted the infringing content. Therefore, even from an enforcement perspective, the 
primary motivation should be towards ensuring that the affected party can raise a valid claim and enforce it against 

S.No
**Meity 

Ref. No 

Draft Intermediaries Guidelines (Amendment) Rules 2018.
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* Note: Rule Number refers to Draft rules published by MeitY 
** MeitY Ref. No refers to the reference number alloted to the comments in the Public Comments on Draft rules (ex.MIT/79/###)
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Page 1 of 5 
 

Counter Comments to Stakeholders Consultation on 
Draft Intermediaries Guidelines (Amendment) Rules, 2018 

 

The Internet and Mobile Association of India [IAMAI] would like to take this opportunity to make the 
following counter comments, based on the submissions listed by MeitY on its website. 

This submission should be read in extension of our original submission on the matter. We thank the 
Authorities for this opportunity and hope our submission will be taken into consideration. 

 

S 
No.  

MEITY Ref. No.   

Draft Intermediaries Guidelines (Amendment) Rules, 2018 

Rule 
Number 

IAMAI Counter Comments 

 

1.  MIT/79/034  Rule 3(2)  The Election Commission of India seeks the inclusion of content 
in “violation of any of the provisions of election law or/ and 
directions of the [ECI] during the period of any election” under 
this rule. 

 

Counter Comments:  

 The terms “any provision of election law” and “directions of 
the ECI” constitute impermissible “expressions of 
inexactitude,” which are equivalent to terms like 
“instigated,” “menacing,” and “danger”—all which the 
Hon’ble Supreme Court expressly held as unconstitutional 
and overbroad (See Supt Central Prison v. Ram Manohar 
Lohia, (1960) 2 SCR 821; Shreya Singhal v. Union of India, 
(2015) 5 SCC 1 para. 85). The proposed rule would infringe 
on permissible speech, and be unconstitutional (See R. 
Rajagopal v. State of T.N., (1994) 6 SCC 632 at pg. 647 that 
laws that do not directly censor free speech may nonetheless 
be invalidated if they result in self-censorship of permissible 
speech, i.e., if the law has a chilling effect on protected 
speech). 

 The Supreme Court held that free speech can only be 
restricted based on reasonable restrictions under the 
specified grounds in Article 19(2) of the Constitution of India, 
and has repeatedly held that “restrictions on the freedom of 
speech must be couched in the narrowest possible terms” 
(See Shreya Singhal, para 90). The vagueness and 
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overbreadth of several expressions used in Rule 3(2) directly 
contravenes the above principle. 

 The existing provisions of the Representation of People Act, 
1951, Indian Penal Code, 1860 and Model Code of Conduct 
already deal with offensive electoral content, and the 
platforms already abide by those. There is no need to install 
any further compliance under the exception clause of the IT 
Act. 

2.  MIT/79/029; 
MIT/79/073  

 

Rule 3(4)  In these Comments, the concerned Stakeholders have indicated 
that the user notification obligation under the proposed Rule is 
not relevant in a B2B scenario or in case of cloud service 
providers (“CSPs”). This is because such entities “do not provide 
a platform for users with the purpose of communication as is the 
case of content sharing platforms.” 

 

Counter Comments:  

 This will impose significant technical burden on all 
intermediaries across the board, not only for cloud service 
providers and B2B platforms, and may not serve its intended 
purpose of deterring users from transmitting prohibited 
content or otherwise violating an intermediary’s terms of 
service. 

3.  MIT/79/027 Deleted 
Rule 3(4)  

In this Comment, the concerned Stakeholder has recommended 
the restoration of the deleted rule 3(4) of the Intermediaries 
Guidelines 2011 to the Proposed Amendments (which enabled 
an affected person to approach an intermediary for content 
takedown). The Stakeholder argues that such a provision is 
necessary for ensuring an effective notice and takedown process 
for limiting distribution of the content posted online.  

 

Counter Comments:  

 The current Rule 3(4) has been deleted from the Proposed 
Amendments in light of the Supreme Court’s ruling in Shreya 
Singhal, whereby the Court read down the said rule and 
indicated that intermediaries were only liable for content 
takedown when intimated by way of a court order or notice 
from an authorized government agency.  The Constitution 
does not confer power on the Government to re-enact a rule 
that has been declared unconstitutional by the highest court.   
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4.  MIT/79/072; 
MIT/77/083; 
MIT/79/088; 
MIT/79/029; 
MIT/79/073; 
MIT/79/086; 
MIT/79/023; 
MIT/79/044; 
MIT/70/059  

Rule 3(5) In these and similar Comments, some Stakeholders have 
recommended that: (i) tracing obligations should only be 
applicable to content sharing platforms; (ii) suitable exemptions 
must be granted to a class of intermediaries such as CSPs from 
the application of the proposed Rule; and (iii) judicial safeguards 
must be incorporated in the proposed Rule. Some other 
Stakeholders have supported the proposed Rule and have 
argued for imposition of even more onerous requirements in 
situations involving a threat to national security. One of the 
Stakeholders has also commented that “many OTT players 
employ end-to end encryption of information under the guise of 
providing between security to their users. But such features 
though perceivably beneficial to users, are detrimental to 
national interest and should not be allowed.” 

 

Counter Comments: 

 The plain text of Section 79, and Supreme Court’s 
interpretation in Shreya Singhal, have established Section 79 
as an exemption provision concerning an intermediary’s 
immunity (and risk of liability) for third-party content on its 
platform. As the proposed Rule exceeds the limited scope of 
Section 79, it is therefore ultra vires the parent legislation. 

 The intermediaries already abide by existing provisions of 
the Code of Criminal Procedure, 1973 (“CrPC”), which 
enables law enforcement agencies to request information 
from intermediaries.  Therefore, the concerns regarding law 
and order or national security is unfounded. 

 The Supreme Court in K.S. Puttaswamy v. Union of India, 
(2017) 10 SCC 1 (‘Puttaswamy I”) laid down the principle 
that any intrusion into privacy must satisfy the threefold 
requirements of legality, necessity, and proportionality. 
Blanket tracing of all communications of all users is a gross 
violation of these principals.    

5.  MIT/79/073; 

MIT/79/023; 
MIT/79/072;  
MIT/77/083; 
MIT/79/088  

Rule 3(7) In these and similar Comments, some Stakeholders have 
supported the proposed Rule and have sought a reduction in the 
currently specified user cap of 50 lakh.  These Stakeholders also 
recommend a clarification/ amendment to the proposed Rule to 
the effect that the intermediary entity in India should provide the 
services directly to the users. Some Stakeholders have also 
indicated that the proposed Rule should only be applicable in 
respect of Content Sharing Platforms.  
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Counter Comments: 

 Requiring an intermediary to incorporate and have a 
permanent registered office in India is not reasonably tied to 
an intermediary’s existing duties under the IT Act. Such 
obligations constitute much more than the due diligence 
contemplated by Section 79 and are, therefore, ultra vires to 
Section 79. 

6.  MIT/79/029; 
MIT/79/023; 
MIT/79/088; 
MIT/77/083;  
MIT/79/086  

Rule 3(8)  In these and similar Comments, some Stakeholders have 
recommended the inclusion of certain safeguards that (i) ensure 
judicial scrutiny in respect of the takedown process or (ii) provide 
adequate consideration to the issues faced by B2B or reseller 
platforms in the context of content takedown. Some 
Stakeholders have supported the proposed Rule and have 
argued for expedited compliance timelines in critical situations. 

 

Counter Comments: 

 The proposed Rule attempts to provide a shortcut for the 
Government around the existing procedure detailed in 
Section 69A of the IT Act and fails to incorporate adequate 
safeguards (including any of those identified by the Supreme 
Court in Shreya Singhal) to ensure (i) right to freedom of 
speech is not unreasonably restricted (ii) due process is 
provided.  This renders the proposed Rule unconstitutional. 

 Any takedown notice must require judicial scrutiny with 
sufficient time period before it is forwarded to an 
intermediary. 
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7.  MIT/79/029; 
MIT/79/073; 
MIT/79/023;  
MIT/79/027; 
MIT/79/072.  

Rule 3(9)  In these and similar Comments, some Stakeholders have 
recommended that: (i) obligations under the proposed Rule 
should only be applicable to content sharing platforms and (ii) 
suitable exemptions must be granted to CSPs and non-content 
based platforms from the application of the said rule. Some 
other Stakeholders have recommended suitable modifications to 
the proposed Rule to the effect that “unlawful content” under 
the Rule should be clarified to include content infringing 
intellectual property or content specified in Rule 3(2). 

Counter Comments: 

 The proposed Rule forces the intermediary take on the role 
of monitor and adjudicator, and sit in judgment over the 
legality of content. This is inconsistent with the role of an 
intermediary as recognised in settled Indian and 
international jurisprudence, even in the context of 
intellectual property right enforcement.   Even the Supreme 
Court in Shreya Singhal v UOI (2015) 5 SCC 1 recognized that 
the intermediary cannot sit in judgment over content.  

 The proposed Rule is also unconstitutional because it 
mandates surveillance of private communication and private 
conduct. The Supreme Court recently in Indian Hotel and 
Restaurant Association (AHAR) & Anr v. The State of 
Maharashtra and Ors, WP (Civil) No. 576 of 2016 declared 
mandatory installation of CCTVs even in public areas like 
dance bars is unconstitutional, as it is violative of right to 
privacy. The proposed amendment is even more intrusive 
because it mandates surveillance over private 
communications. 

 Keeping with the requirements of due diligence , 
intermediaries may maintain good hygiene on their 
platforms, particularly with respect to copyright 
infringement. In this context, intermediaries may strengthen 
their mechanism/guidelines to counter digital piracy, on a 
best effort basis.  
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Counter Comments 

S 
No 

MEITY Ref. 
No.  

 
Draft Intermediaries Guidelines (Amendment) Rules, 2018 
 

 
Rule 

 
Counter Comments 

 

1.  MIT/79/034  Rule 
3(2)  

The Election Commission of India seeks the inclusion of content in “violation 
of any of the provisions of election law or/ and directions of the [ECI] during 
the period of any election” under this rule. 
Counter Comments:  
● The comment of the Election Commission is not responsive to the 

Proposed Amendments and goes over and beyond the proposed 

amendments.  

 

● The terms “any provision of election law” and “directions of the ECI” are 

not precise phrases and are vague in nature. Using vague phrases for 

restricting free speech is not constitutionally permissible. Any 

restrictions on speech must be articulated in a precise and narrow 

manner. 

 

 

2.  MIT/79/029 
and 
MIT/79/073  
 

Rule 
3(4)  

In these comments, stakeholders have indicated that the user notification 
obligation is not relevant in a B2B scenario or in case of cloud service 
providers.  
 
Counter Comments:  
● The requirement to  notify users on a monthly basis is unduly 

burdensome on all types of intermediaries, not just in B2B scenarios or  

for cloud service providers. 

  

● The monthly notifications may not achieve the desired purpose of the 

proposed Rule and result in “warning fatigue” for users, with users 

ignoring the repeated notifications. We are not aware of such 

notification requirements existing in any other jurisdictions.  

 

 

3.  MIT/79/027  Delet
ed 
Rule 
3(4)  

In this comment, the stakeholder has recommended the restoration of the 
deleted rule 3(4) of the Intermediaries Guidelines, 2011.  
 
Counter Comment:  
● Current Rule 3(4) has been declared unconstitutional by the Supreme 

Court in its Shreya Singhal ruling wherein the Court held that 

intermediaries were liable to takedown content only upon receipt of 
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“actual notice” by way of a Court order or notification from government 

agencies. Hence, the current Rule 3(4) has been deleted from the 

Proposed Amendments.  

 

● Current Rule 3(4) also places undue burdens on intermediaries for 

content takedowns beyond the scope of the parent provision i.e. Section 

79.  

4.  MIT/79/072, 
MIT/77/083,
MIT/79/088,
MIT/79/029,  
MIT/79/073,
MIT/ 79/086, 
MIT/79/023, 
MIT/79/044,
MIT/70/059  

Rule 
3(5) 

In these and other comments, stakeholders have recommended that tracing 
should only apply to content sharing platforms, with specific intermediaries 
such as cloud service providers being exempt from the proposed Rule.  
 
Counter Comments: 
● The requirements prescribed under the proposed Rule are beyond the 

scope of MEITY’s rule making powers under Section 79.  

 

● The Proposed Rule is vague and does not have any procedural 

safeguards. The term “assistance” has not been defined, which may 

require intermediaries to provide assistance for non-specified purposes.  

 

● The proposed obligation to trace originator information undermines the 

right of anonymous communication and would lead to targeted 

surveillance.  

 

● The Proposed Rule violates the internationally accepted principle of data 

minimisation and undermines end-to-end encryption as it requires 

intermediaries to store every message on their platforms in order to 

fulfil tracing obligations. Further, The Proposed Rule should exempt all 

categories of intermediaries which do not have the technological 

capacity to trace originators of information.  

 

 

5.  MIT/79/073, 
MIT/79/023, 
MIT/79/072, 
MIT/77/083, 
MIT/79/088.  

Rule 
3(7) 

In these and other comments, stakeholders have supported the proposed 
Rule and have sought a reduction in the currently specified user cap of 50 
lakh, an amendment to the effect that the intermediary entity in India 
should provide the services directly to the users and applicability in respect 
of Content Sharing Platforms.  
 
Counter Comments: 
● The Proposed Rule is ultra vires Section 79, which is an exemption 

provision. The limited scope of due diligence obligations under Section 

79 do not enable the Government to introduce new legal obligations 

such as creating a 24X7 law enforcement contact mechanism and 

incorporating an entity in India. 

 

Page 77 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)



 
 

Page 4 of 4 
 

● The requirement to incorporate the intermediary in India has no nexus 

with the exemption for liability under S.79.  

   

● The Proposed Rule may also have anticompetitive effects as it limits 

intermediaries ability to do business and it will also increase the cost of 

offering service.  

6.  MIT/79/029 
MIT/79/023 
MIT/79/088 
MIT/77/083 
and MIT/ 79/ 
086.  

Rule 
3(8)  

In these and other comments, stakeholders have recommended the 
inclusion of certain safeguards requiring judicial scrutiny of takedowns and 
issues faced by B2B or reseller platforms in the context of content takedown. 
  
Counter Comments: 
● The Proposed Rule attempts to circumvent the existing process and 

checks and balances for blocking content under Section 69A of the IT Act 

and related rules.  

 

● The requirement to take down content in 24 hours is unduly 

burdensome. 

 

● The Proposed Rule should include “stop the clock” provisions allowing 

intermediaries to seek clarifications in relation to takedown requests. 

The time sought for seeking clarifications sought to be excluded.  

 

● The Proposed Rule increases the period of retention of information 

without formulating sufficient safeguards.  

7.  MIT/79/029, 
MIT/79/073, 
MIT/79/023, 
MIT/79/027, 
MIT/79/072,  

Rule 
3(9)  

In these and other comments, stakeholders have recommended that the 
Proposed Rule should only apply to content sharing platforms and other 
categories of intermediaries must be exempted.  
 
Counter Comments: 
● The Proposed Rule requires intermediaries to act as adjudicators of 

content, which is contrary to their role as neutral facilitators recognised 

in Indian and international jurisprudence.   

 

● The Proposed Rule requires intermediaries to conduct surveillance of 

private communication which is violative of the fundamental right to 

privacy of their users and does not fulfull the test laid down by the 

Supreme Court in KS Puttaswamy v. Union of India, (2017) 10 SCC 1  on 

legality, necessity and proportionality. 

 

● The Proposed Rule does not carve out appropriate exceptions for 

encrypted content 
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Counter comments on Draft Intermediaries Guidelines (Amendment) Rules 2018. 
 

 
Counter Comment on MIT 79/034 from the Election Commission pertaining 
to 3.2 
 
Concerned about the possible misuse of Internet platforms, the Election Commission proposes 
a clause against violations of “any of the provisions” of the election law/ and directions of the 
election commision, during the period of “any election".  This proposal from the Election 
Commission implies a desire for [permanent] powers over “platforms”, which would result in the 
unintended consequence of making the process of election restrained and unfair, contrary to the 
intentions of the Election Commission to ensure fair elections.  
 
Elections are fair when there is a free flow of information, free of curtailment by censorship 
which could easily go wrong, and free of distortion by Corporate or political bias.  The Election 
Commision may indeed have to weigh in on the Ministry to be conservative on regulatory 
initiatives that would invariably harm freedom of expression during and between elections. 
 
Fair news is an exponentially more important pursuit than the concern for fake news. What 
requires to be examined and understood is the shift in the pattern of ownership and control of 
media over the years, resulting in the erosion of nearly all objectivity and neutrality in the Indian 
Media (true of media elsewhere).  By contrast, the Internet has enabled a new media where the 
technology of publishing has reached the grasp of a wider spectrum of journalists including 
amateurs and has also placed the power of publishing in the hands of the average user. Despite 
the gaps of lowered standards of exactness in this phase of Internet evolution, the freedom on 
the Internet has vastly expanded the free flow of information breaking away from the confines of 
the organized traditional media. This furthers democracy. 
 
It is broadly pertinent to cross-reference the comment MIT 79/084 from the Center for 
Communication Governance here: “The proposed guidelines are vague and do not contain 
adequate safeguards against misuse, and in their current form violate a number of fundamental 
rights enshrined under the Constitution” 
 
The comment MIT 79/012 from Shrutanjaya Bhardwaj refers to Shreya Singhal Vs Union of 
India judgement where the Court, in its rationale for striking down the Section 66-A held that the 
provision was vague and over-broad, and therefore fell foul of Article 19(1)(a). The Court also 
considered the 'chilling effect' on speech caused by vague and over-broad statutory language.  
 
Also, the comment (MIT 79/009) from All India Professional Congress echoes the same 
concern:  “Section 3 (2) B … prohibits content that is ... ‘grossly harmful’ and ‘obscene’. These 
are ill-defined, subjective phrases... [Section 5] provision, as it stands now, violates the 
fundamental right to freedom of speech and expression guaranteed by the Constitution under 
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Article 19, but giving the government [the ability] to silence anyone on social media by mere 
executive action.” (Though not exactly from the Shadow Ministry of Electronics and Information 
Technology this comment measures to qualify as issue-based responsible opposition) This 
comment indicates that there are concerns by political parties concerning powers to censor 
content on the Internet. MIT 79/009 goes on to observe that “Safeguards need to be built in by 
making this subject to judicial approval”  
 
Especially in India where the Courts are severely burdened by years of accumulated cases, 
largely due to decades of inaction by the Indian parliament on its legislative task of reaching a 
consensus on Judicial reforms, time-sensitive harm resulting from certain type of widely and 
significantly harmful threats could not always possibly wait for pre-approval from the Judiciary.  
 
It may be necessary for the Election Commission to be in a position to issue directives for quick 
response to the Intermediaries based on observations and rough consensus by an All (political) 
Party Council that may also have to include Civil Society Leaders / fair and neutral Journalists. 
The Commission could ask the Government to notify the respective intermediaries to be 
prepared for timely response to careful and cautious directives from the Election Commision in 
certain exigent circumstances where significant and wide harm occurs as if by orchestrated 
malice from within or without.  Such powers may have to be used conservatively for quick 
response, at the same time with provisions for post-compliance appeals for Judicial redressal. 

Counter Comment on comments by Mozilla M IT/79/071  

Comment: “One-size-fits-all obligations for (a) all types of intermediaries and (b) all types of 
illegal content are arbitrary and disproportionate… Rather than ensuring privacy and data 
protection safeguards, the draft rules encourage continuous surveillance.” 

Counter-comment:  
 
In its present form, the Draft is a concoction of a cocktail remedy for multiple disconnected and 
conflicting concerns (pornographic, blasphemous, racial, that which threatens public safety or 
even the sovereignty of the Nation, or causes harm for minors etc, etc, etc) expressed over a 
period of time from various quarters-  Government, Military, Police, certain sectoral interests 
from the Industry including Copyright aggregators/intermediaries, Telecom firms, Indian Data 
Centers and IT Security Service providers. As drafted, the proposed amendment reflects some 
understandable concerns about the elusive role of intermediaries, but also reflects hyped up 
concerns and misplaced concerns. The draft also appears to be inspired and influenced 
(possible unawares) by terminology such as “fake news”, “child pornography”, “cyber-war” which 
the Government hears repeated ad-nauseum in various fora.  
 
The Draft guidelines, if adopted, would please various interests, but do enormous harm to the 
Internet. This draft requires to be restarted on a clean white page after elaborate consultation to 
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define problem areas, and then by inviting stakeholders to conservatively propose legislative 
solutions with better clarity on what the Government seeks to achieve;  
 
Counter Comment on comment by Bachchao Project MIT/79/054  
 
Comment: “Fighting misinformation with information: A generally prudent approach in this regard 
would be for law enforcement authorities to fight misinformation with information.” 
 
Counter-comment:  
 
There was a 1927 court case in the United States Whitney v. California in which Justice Louis 
D. Brandeis pronounced his concurring opinion: “If there be time to expose through discussion, 
the falsehoods and fallacies, to avert the evil by the processes of education, the remedy to be 
applied is more speech, not enforced silence.”  
 
This is the Counterspeech Doctrine  which posits that the proper response to negative 
speech is to counter it with positive expression.  As quoted often in the context of concerns 1

about hate speech, “the answer to hate speech is more speech”  
 

Counter-Comment on MIT 79/073 from Reliance Jio pertaining to 
Rule 5  

Comment:  “OTT players provide encryption under the guise of providing better security to 
users….such features...are detrimental to national interest and hence should not be allowed”  

Counter-comment:  This comment is against the competition to Jio’s telecom interests from 
Internet enterprises (OTT players) and against foreign companies.  What is not in the telecom 
business interest is characterized here as “detrimental to national interest”.  

Why would Reliance desire Communications NOT to be encrypted? 

IT Act’s focus on the class of “intermediaries” needs to be reoriented to emphasize more on 
commercial intermediaries who are prone to be more exploitative than the Internet messenger 
class of intermediaries. The phrase ‘messenger class’ used here more broadly to refer to 
Internet Service Providers, Communication and Social Media platforms. The Act defines an 
intermediary as “any person who on behalf of another person receives, stores or transmits that 
message or provides any service with respect to that message”. There is an unmistakable 
emphasis on the word “message” in this definition. The definition is further expanded to include 
telecom services providers, network providers, internet service providers, web-hosting service 

1 https://www.mtsu.edu/first-amendment/article/940/counterspeech-doctrine 

Page 81 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)

http://mtsu.edu/first-amendment/article/263/whitney-v-california
http://mtsu.edu/first-amendment/article/1316/louis-brandeis
http://mtsu.edu/first-amendment/article/1316/louis-brandeis


providers, ... search engines, online payment sites, online-auction sites, online market places 
and cyber cafés.  
 
Though e-commerce intermediaries are included in the definition, the focus is overwhelmingly 
on the ‘messenger class’ intermediaries. This focus on the ‘messenger’ severely offends the 
Internet, especially curtails freedom of expression while diverting the attention away from the 
class of ‘commercial’ intermediaries whose practices are blurred from the Ministry’s view. 
ECommerce sites operate without sufficient oversight on how the site treats its vendors and 
customers, for instance the healthy or unhealthy business practices of a Hotel booking site or an 
airline travel ticket booking site are not in view, nor the deceptiveness of a hotel comparison site 
that professes to be a neutral, but in reality owned by a leading hotel reservation portal. The 
hotel reservation or a airline reservation portal may operate in relative post-payment isolation 
from its customers who do not have the ability to reach any responsible person from the 
Platform after buying a product or service against template terms and conditions in fine print that 
are complex;  Certain other types of intermediaries offering subscription based services may 
have lock-in practices that trap customers for eternity; Some of the Business to Business 
intermediaries (such as alibaba.com, indiamart.com or tradeindia.com, named here to denote a 
class of intermediaries, without alluding questionable practices specifically to anyone named 
here) may have unhealthy business practices, all of which happen NOT to be focus of the 
Intermediary guidelines.  A different kind of intermediary exploitation pertains to the practices of 
offering complex product / service bundles that make the consumers pay for what they do not 
require, typical of Cable and Telecom companies; Copyright intermediaries or Academic 
publication intermediaries may exploitatively profit from the work of Authors / Artists without 
passing on benefits to them.  The real intermediaries are not in focus, and happen to be beyond 
the scope of the Guidelines issued. Is there a huge distraction here, Hon’ Minister? 

Counter-comment summary 

The Internet is invaluable as an atmospheric medium that has the potential to positively 
transform the world we live in. The Internet evolved more on its own than by Design or 
interventional governance.  
 
The Internet is what it is because of its Core Values as emerged from inception and along its 
path of progress now connecting over 3 billion users worldwide: Global, free and open (free for 
everyone everywhere to connect to and free to share; of open architecture and open, largely by 
non-proprietary standards), end to end (without interference or censorship in the middle), 
interoperable (across multiple types of devices, across multiple operating systems, across 
languages), of distributed architecture wherein the platforms, services are created and operated 
by Permissionless Innovation. All these values work together to make the Internet what it is. If 
any of these core values are disturbed -even one of them- the Internet would become what it is 
not.  
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During IGF 2018 Paris session of the Dynamic Coalition on Core Internet Values, Internet 
Society President Andrew Sullivan talked of a “category problem” that comes in the way of 
understanding Internet and Internet Governance:  (as recollected, not verbatim, hence in single 
quotes) ‘Internet is NOT to be categorized as a technology such as Television or Telephone, not 
to be categorized as a business sector such as airlines or automobiles’  
 
The Internet is a space that perhaps includes and embraces all such categories of commercial 
and non-commercial activity, it is an eco-system to be preserved and it would be unwise to 
emulate a regulatory approach borrowed from any of the sectors from any of these categories to 
govern the Internet.  
 
This global Internet is best governed by a global, multi-stakeholder process, but at the present 
moment, there happen to be certain areas of concern where Governments could temporarily 
step in to help bring about a balance. Regulation by any measure beyond what is absolutely 
called for would drastically alter the way the Internet works. That is not in global interest, that is 
not in public interest and would definitely not be in India’s national interest.  
 
India does not have to replicate national or extra-territorial legislative approaches from 
elsewhere, does not have to follow countries or regions East or West of India, but could indeed 
emerge as one of the far-sighted Nations to partake in leading the process of global Internet 
Governance; India could help preserve the global Internet as global, in all its splendour of its 
Core Values by proposing both ancient and innovative solutions drawing from its heritage of 
universal thinking. 
 
 
Sivasubramanian Muthusamy 
Internet Society India Chennai 
6.Internet@gmail.com 
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internetfreedom.in          @internetfreedom          +91 011 4143 7971          policy@internetfreedom.in 

 

To, 
Shri Ajay Prakash Sawhney 
Secretary 
Ministry of Electronics and Information Technology 
secretary@meity.gov.in 
 
CC: Cyber Laws & E-Security Division 
Ministry of Electronics and Information Technology 
gccyberlaw@meity.gov.in; pkumar@meity.gov.in; dhawal@gov.in 
 
Feb. 14, 2019 
 
Dear sir, 
 

Re: “Counter Comments on the Draft of “The Information Technology 
[Intermediary Guidelines (Amendment) Rules] 2018” 

 
We submit our counter comments in the prescribed format which is enclosed to this                           
covering letter. The counter comments contain two distinct tables in which the first                         
table contains submissions we agree with, and the second we oppose. We have clearly                           
marked them for your ease and convenience.  
 
During the breadth of this consultation we have taken steps for public outreach and                           
further participation. To facilitate greater awareness we have conducted extensive                   
online civic engagement and also reached out to start-ups underlying the risks as per                           
the proposed changes. Many ordinary citizens and entrepreneurs have sent submissions                     
in this counter-comments period copying us on emails with your kind offices, and we                           
request you to take them on record as well.  
 
While we continue to urge your office to rethink this entire exercise. IFF acknowledges                           
that several concerns and harms are indeed visible online which require legal action.                         
However, it requires a careful approach considering the interests of individual privacy,                       
free speech online, net neutrality and innovation. Our initial submission underlines                     
several suggestions on the way forward, by adopting an approach that serves the                         
cherished values of individual freedom secured by our constitution.  
 
Consensus among Civil Society Organisations 
We are appreciative of the opportunity to present our submissions to the ministry                         
throughout this process of public consultation. We continue to question rationale                     
behind the proposed changes to the Information Technology (Intermediary Amendment)                   
Rules, 2018. However, we take this chance to continue to advocate on behalf of the                             
citizens of India against the troubling proposals put forth in this consultation. 
 

E-215, Third Floor, East of Kailash, New Delhi 110065 
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At this stage of counter-comments, we show our support for CSOs whose submissions                         
are separately annexed to this covering letter. We have quoted each organisation’s                       
stance to the corresponding rules in a separate sheet attached to this covering letter. At                             
the outset, we stand in affirmation with these organisations which echo a broad                         
consensus. They unanimously call for a recall of these proposed changes. For your ease,                           
have identified major issues that have found unanimous agreement amongst them.  
 

● Provision of Assistance and Traceability: Proposed Rule 3(5) mandates the                   
provision of information to Government agencies through a lawful order. This                     
Rule violates the fundamental right to privacy of users in India. It paves the path                             
for the unchecked surveillance of the citizens of India. Requiring intermediaries                     
to undermine security measures to ensure national security without any                   
safeguards is disproportionate in nature. Additionally, for it to compromise on                     
the right to privacy, it does not fulfil the test for ‘proportionality and legitimacy’                           
laid down in the Puttaswamy judgement. 
 

● Localisation: Proposed Rule 3(7) imposes the requirement on all intermediaries                   
with a user base of fifty lakhs and more, to be incorporated under the Companies                             
Act, 1956 with a permanent registered office and an appointed officer for the                         
purpose of 24/7 coordination with law enforcement. Firstly, mandating that all                     
intermediaries be established in India negates the essence of the global nature of                         
the Internet. Further, the implication it would have as a barrier to entry on the                             
Indian digital market is unimaginable. Secondly, in incorporating such a                   
provision, the draft Rules exceed the powers of delegated legislation and are                       
ultra-vires the parent statute. Lastly, not only is the larger fundamental right to                         
speech and expression violated but also the Indian user’s right to information                       
within it, if foreign intermediaries and their services are not a part of the Indian                             
market.  
 

● Access to personal data: Proposed Rule 3(8) requires that access be removed or                         
disabled to acts deemed unlawful in the form of a court order or by notification                             
of the Government or its agency. The lack of clarity in what is unlawful and who                               
Government agencies combined with the lack of safeguards in the                   
implementation of this provision pose a definite threat to the freedom of                       
expression.  
 

● Content Regulation: Proposed Rule 3(9) mandates the deploying of automated                   
tools or mechanisms to regulate unlawful information or content. This provision                     
is the ‘cherry atop the censorship pie’. First and foremost, it is in absolute                           
violation of the right to freedom of speech and expression. It ensures                       
pre-censorship through the removal of content necessitating proactive               
monitoring by intermediaries. Secondly, automated filtering would further the                 
narrative of surveillance present throughout the text of these Rules. Lastly, it is in                           
complete conflict with Supreme Court’s judgement in Shreya Singhal in                   
delegating the function of law enforcement to intermediaries.  
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Recall the proposed changes 
 
We have also identified certain organisations who offer support for these Rules. We are                           
in absolute disagreement with the stance their position. Certain submissions are of the                         
opinion that intermediaries be regulated in the same manner as Telecom Service                       
Providers or that tracing of originators of information breaking encryption is necessary                       
to ensure a safer online platform. We continue to maintain that these Rules are                           
unconstitutional, violative of the rights to privacy, free speech equality and due process.  
We urge that the not only are the Rules recalled, but in the intent of addressing the                                 
issues these Rules aim to tackle, a study of the impact of user generated content online                               
and a balanced regulation of it be considered before introducing legislation.  
 
We indicate our intent that if these proposed changes were to receive assent and                           
progress ahead there is high possibility of a legal challenge against them.  
 
Kind regards,  
 
Joanne D’ Cuhna, 
Associate Counsel  
Internet Freedom Foundation  
joanne@internetfreedom.in  
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1	

As per our covering letter dated February 14, 2019 we agree with the submissions of various civil society and research organisations which have 
been given below as per the participation format prescribed for counter comments: 

 
S.No 

  
Ref. No 

Names Rule  Counter Comments 

1.  55 Access Now 3(5) 
 
 

 

“We submit that the draft amended rule violates the fundamental right to privacy of users in India. This rule does not 
provide the adequate safeguards required to ensure that the lawful access of information by government agencies 
under these rules, holds up to the standards of necessity and proportionality,4 reiterated by the Supreme Court of 
India is the seminal judgement of Justice K.S. Puttaswamy vs Union of India.” 

3(7) “The requirement of intermediaries only being companies established under the Companies Act in India takes away 
from the global nature of the internet and fails to recognise the many different entities who act as intermediaries on the 
internet.” 

3(8) 
 
 

 

“We submit that this rule goes counter to the jurisprudence established by the Supreme Court  of India under Shreya 
Singhal vs Union of India, in addition to international human rights standards and related legal norms.”….“We 
encourage the government of India to adopt this standard, and move away from content takedown requests solely by 
government agencies.” 

3(9) “We submit that this draft rule provides for prior and automated censorship by intermediaries, which would have the 
effect of chilling expression online, lead to over-censorship by companies, and result in increased privatised 
enforcement by technology firms in a way that would harm human rights in our digital age.”…“. Access Now is 
especially concerned about the haphazard, uncoordinated development of regulatory proposals for using automated 
technology to flag, filter, or otherwise manage content online, without a clear pathway for ensuring the public can 
evaluate and understand what is being proposed. We believe that this represents a serious risk for human rights, in 
particular to the freedom of expression. “…“At the outset, we recommend that the Ministry restart the process of 
amending the intermediary rules, and include civil society, academics and the society at large in the pre-drafting 
process and not restrict their consultations to only a limited set of stakeholders such as other government departments 
or only industry.” 

2. 33 Amnesty 3(2) 
 
 

“Amnesty India is concerned that the Rules use vague and overly broad terms to identify expression that can be 
restricted, going well beyond both Indian and international human rights standards on freedom of expression.” 
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3(5) 

 
 

 

“While governments can legitimately use electronic surveillance to protect people from crime, forcing companies to 
weaken encryption indiscriminately affect all users’ online privacy by undermining the security of their electronic 
communications and private data. Such measures would be inherently disproportionate, and therefore impermissible 
under international human rights law.” 

3(8) 
 

“There are not sufficient procedural safeguards in the draft Rules over the authorities’ power to order the removal of, or 
blocking of access to, user-generated content.”…“Requiring intermediaries to take down content on the directions of 
government authorities greatly increases the risks of legitimate expression being restricted.” 

3(9) 
 
 
 

 
 

“While governments can require companies to remove content which is manifestly illegal, creating a regime where 
companies must proactively monitor and remove content can lead to ‘over-compliance’, causing legitimate expression 
to be restricted, and chilling free expression. This risk is heightened when the level of liability that companies face for 
non-compliance is unclear.”…“No government should require intermediaries to conduct censorship on its behalf.10 
Requiring intermediaries to proactively remove content would risk violating India’s obligations to protect the right to 
freedom of expression.” 

3(12) 
 
 

“Companies must carry out rigorous human rights impact assessments for product and policy development, and 
supplement them with ongoing assessment, reassessment and meaningful public and civil society consultation.”…“With 
regard to content moderation, companies should enable and empower users to understand and utilize individual security 
and privacy measures, and implement adequate and transparent reporting mechanisms.”…“Pending further 
consultation, Amnesty India calls on the government of India to withdraw the draft Rules, and take steps to review and 
amend existing laws and policies related to intermediary liability to ensure that they are compatible with India’s human 
rights obligations.” 

3. 50 Article 19 3(5) 
 
 
 

 “It is submitted that this draft rule is technically infeasible in case of some intermediaries like Signal, Telegram, banking 
applications and other end-to-end encrypted platforms that do not collect  or retain metadata required for the purposes 
of traceability. Further, even in the case of platforms that do collect metadata, the draft rule implies that encryption will 
need to be weakened through ‘back-doors’ in order to understand the payload of user communication.” 
“ARTICLE 19 submits that this draft rule is violative of the fundamental right to privacy (including informational privacy) 
recognised by the nine-judge Constitutional bench in Justice K.S. Puttaswamy v. Union of India (2017) and the right to 
privacy under international law.”…“The bench  in  Puttaswamy  laid  down  the  test  for  “proportionality  and  legitimacy” 
that  any interference with the right to privacy must meet, which the draft rule does not satisfy.” “We also note that this 
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draft rule is in direct tension with the principle of data minimisation which has been recognised and implemented by the 
Srikrishna Committee on data protection.” 

3(7) 
 
 
 
 

 “It violates the right to receive information under Article 19(1)(a) of the Indian Constitution by precluding internet users 
in India from accessing information from around the world.” “It has implications for competition in the market, as it risks 
encouraging larger players to become gatekeepers of information on the internet. The high compliance costs of the 
draft rule perpetuates dominant players’ position in Indian markets by making it impractical for smaller players and 
newer entrants to compete.” 

3(8) 
 
 
 
 

 

“The grounds on which content can be considered unlawful are found, for the purposes of this draft rule only, in Article 
19(2) of the Indian Constitution. Some of the grounds listed are extremely vague and could be interpreted to include 
even legitimate speech.” “Specificity in periods for data retention, is a fundamental aspect of progressive data 
protection practices, as it imbibes the principles of collection limitation, data minimisation, and purpose limitation. All 
three principles have been recognised and adopted by the Srikrishna Committee of Experts on data protection in India 
and to this extent, this draft rule is in direct conflict with the Personal Data Protection Bill, 2018” 

3(9) “We believe the draft rule’s approach to proactively identify, remove or disable access to content using automated 
tools can have dangerous unintended consequences taking into account technical limitations of automated systems, 
and additionally has the proclivity to violate fundamental rights under the Indian Constitution and international human 
rights law.” “This draft rule, by requiring private intermediaries to proactively identify, remove or disable public access 
to unlawful content, is thus, in direct conflict with the precedent laid down by the Supreme Court in Shreya Singhal.” 
“The standard to which these automated tools are expected to adhere to are nebulous at best, which incentivises 
intermediaries to err on the side of caution to avoid liability, thus resulting in over-censorship and restriction on 
legitimate speech.” 

4. 85 Association of 
Vapers 

3(2)(j) 
 

“No Indian should be denied information or access to technology that can save their lives, since harm reduction and 
the right to lead a healthier life are enshrined in our Constitution through Article 21”…“Banning any information that 
“promotes ENDS” violates the fundamental rights of citizens to reduce harm to themselves since this vague definition 
can include even communicating the risk differential of ENDS being 95% safer than smoking.”… “Legally too, the 
central advisory on ENDS on which this draft amendment is based has been ruled to be nonbinding by the Delhi High 
Court.” 
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5. 84 Centre for 
Communications 

Governance 

3(1) & 
3(2) 

 

 “In the draft rules, as well as the existing guidelines, numerous grounds under Rule 3(2) are not even legal standards, 
but merely subjective terms with no constitutional basis.” “Rule 3(2) in the present form regulates protected speech and 
because of its overbreadth has a chilling effect on the freedom of expression.” 

3(4) “The proposed provision is paternalistic and will lead to notice/ consent fatigue.” 
3(5) 

 
 
 
 
 
 
 
 

“The proposed language provides unbridled power to thousands of government agencies to request information and 
assistance from the intermediary. This will be violative of the right to privacy. The rule should retain the language from 
the current guidelines and allow only lawfully authorized government agencies to seek such information and 
assistance.”…“The freedom of speech and expression across the whole of the internet as a medium is seriously and 
disproportionately undermined by this requirement, if it requires breaking encryption. Where speakers in the offline 
context were assured a limited degree of secrecy and obscurity in their communications, the proposed measure 
renders encrypted and therefore secret communication impossible.”..“In the present case, parts of the proposed Rule 
3(5) that are in conflict with Sections 69 and 69B and rules framed under those. Rule 3(5) is beyond the mandate of 
the parent provision i.e. Section 79(2) and thus void.” 

3(7) 
 
 
 
 

 

“If the burden of incorporation and maintaining an office in India proves to be too onerous certain intermediaries will 
probably stop providing services in India. Such a situation will give rise to a potential violation of the right to freedom of 
expression. The right to freedom of speech and expression includes the right to receive information, and the court has 
held the right to a diverse media environment as an integral part of Article 19(1)(a) of the Constitution.” “This 
interpretation is consistent with the internationally recognized principle of freedom of expression codified in Article 19 
of the International Covenant on Civil and Political Rights to which India is a signatory.” 

3(8)  “If the time period remains 24 hours for all the content, to claim the immunity under Section 79, the intermediaries will 
err of the side of removing content and in most instances will take down the content without adequately examining it. 
This will lead to censorship and takedown of lawful speech.” “The rule also requires retention of content that is 
disabled or taken down. However, it does not provide for conditions of such preservation, or describe what kind of 
investigation is permitted into such information.” 

3(9) “Any programme for automatic censorship and prior restraint by an intermediary, rests on the foundation of total prior 
surveillance. Under this rule private entities (namely, the intermediary) are left in total control of users’ rights freedom 
of expression and to privacy online.”…“As these entities are not ‘State’ for the purposes of Part III of the Constitution, 
they are under no legal obligation to respect or protect fundamental rights or even to apply basic requirements of 
natural justice, including the rights to notice and to a hearing when decisions adverse to a citizen’s rights are taken. 
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The state under this rule is outsourcing the judicial function to private entities.”…“Finally, over-censorship, by which a 
great deal of lawful content is disabled, is a near certainty. The legal consequence of failing to screen content through 
these means is a lifting of the intermediary safe harbour under Section 79 of the parent act.”…“There is a need to 
make the Internet a safer space. However, the proposed guidelines do not fulfil that aim and will instead lead to prior 
restraint, chilling effect, complete loss of anonymity and surveillance. The proposed guidelines are vague and do not 
contain adequate safeguards against misuse, and in their current form violate a number of fundamental rights 
enshrined under the Constitution.” 

6. 30 Digital 
Empowerment 

Foundation (DEF) 

3(5) 
 
 
 
 
 
 
 

 “The above concurrent developments and pre-existing regulations highlight an enmeshing of regulatory regimes that 
seem to work at cross-purposes and to the detriment of the users’ fundamental freedoms and civil liberties.” “In the 
absence of a surveillance law, the lack of clearly specified guidelines and procedures widen the ambit for abuse since 
the purposes for which information can be requested can range from security of the State to detection, prevention, and 
prosecution of crime and cyber security and matter connected or incidental thereto.” “Rule 3(5) should define 
parameters to classify services provided by intermediaries rather than intermediaries themselves. Ultimately, it is 
important to mandate judicial oversight for state intervention because courts are the best placed to judge the lawful/ 
unlawful nature of a content and necessity and proportionality of a proposed intervention” 
 
 “Deploying such technologies to determine what is unlawful information or content becomes an exercise in building a 
pervasive system of myriad discriminations and prejudices that can have chilling effect on the democratic potential of 
the online space.”…“Furthermore, asking private entities to deploy such technologies to proactively identify and 
remove public access to unlawful information or content is tantamount to delegation of law enforcement to private 
actors. Private entities cannot be the arbiters of what constitutes lawful; this falls under the purview of the judicial 
system.”…“Rule 3(9) should be removed in its entirety because of implicit bias and black boxing inherent in automated 
decision-making, the lack of legal basis for delegation of law enforcement to private entities, and the lack of legal basis 
for proactive policing by intermediaries.” 

 
   3(9) 

7. 68 Free Software 
Movement of India 

(FSMI) 

3(2)(j) “Such a broad provision will not pass the test of proportionality laid down in Puttaswamy.” 
3(4) “This provision does not put in place a system which provides the user a right to be heard.” 
3 (5) 

 
 

“Traceability here is a vaguely defined term and in order to do so, intermediaries may have to break encryption or 
even worse, create backdoors to encryption from the very beginning. This has grave implications for freedom of 
speech and secure communication. 
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3(7) 
 
 

 

 “The mandatory provision that the intermediary shall be a registered company is discriminatory and will hamper the 
growth and development of smaller entities who may be operating as partnership firms.” “This may subject these 
websites to unnecessary litigation or even be banned under the Rules so framed. Further, neither of these websites 
have specific registration or subscription processes.” 

3(8) 
 
 

“If retention is required for investigation purposes, copies of the requisite information can be obtained within a shorter 
period of time by law enforcement agencies.” 

3(9) “This Rule goes beyond the scope of the role of an intermediary as laid down in the parent Act as an intermediary is 
not a content creator and cannot have essentially editorial functions. Pre-censorship would be an editorial function and 
not envisaged for an intermediary.” “This Rule by mandating the use of “technology based automated tools or 
appropriate mechanisms, with appropriate controls, for proactively identifying and removing or disabling public access 
to unlawful information or content” does not provide for the application of mind. This Rule empowers the intermediary 
beyond the scope of the parent Act.” 

8. 70 Joan Berata 8(5) “In his Report to the General Assembly of 11 May 20161, the Special Rapporteur on the promotion and protection of 
the right to freedom of opinion and expression stated that content regulation in the digital world (included those 
provisions that may affect the role and responsibility of intermediaries), must avoid taking steps that “unnecessarily or 
disproportionately interfere with freedom of expression, whether through laws, policies, or extralegal”….“Considering 
the impact on human rights (particularly the right to freedom of expression) and the problems related to adequacy and 
effectiveness (particularly when applied to content moderation) the law shall not mandate the use of automated tools 
or similar mechanisms for proactively identifying and removing or disabling public access to unlawful information or 
content.” 

9. 71 Mozilla 3(5) 
 
 
 
 

 “This would essentially be a mandate to collect and store additional metadata about senders and receivers of content 
with the sole purpose being potential government surveillance requests.” “Compelling companies to modify their 
infrastructure based on government requests undermines this trust and denies them the ability to provide secure 
products and services to their customers.” “This mandate also contradicts the principles of data minimization and 
privacy by design, endorsed in MEITY's draft data protection bill.” 

3(7) 
 
 

 “This is a significant operational obligation being imposed on hundreds of services, with no justification for this 
standard, nor any time period for compliance.” “This raises fears of several smaller international companies closing 
themselves off to Indian users, while also deterring potential market expansion of new players into India. Less 
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diversity of services means less choices for users, less competition between services and eventually harms the 
vibrancy of the Indian digital ecosystem.” “ Any move to require companies to incorporate in India, especially with such 
a minimal market presence, would not only set a dangerous example for other countries, but also other countries 
would likely reciprocate in kind, requiring Indian companies to incorporate in their jurisdictional borders, which would 
represent a heavy burden on Indian industry and limit the efficacy of the Digital India and Made in India initiatives.” 

3(8) 
 
 
 
 

 “Proactive takedown obligation creates a zero-tolerance approach to harmful content which will inevitably lead to 
over-censorship and chill free expression.” “On any online platform where users can communicate without prior 
restraint, there will be a risk that some users abuse that privilege. It is this freedom to communicate without ex ante 
restraints has been integral to the creativity, collaboration, access to knowledge and innovation that has made the 
internet successful.” 

3(9) 
 

“Automated content filters are a crude control instrument, and are of limited use when assessing the legality of content 
where context is essential.” “This directly harms the freedom of speech guaranteed to Indian citizens, is likely to cause 
a chilling effect on users and eventually, diminishes the vibrancy of the public sphere.” “Rather than ensuring privacy 
and data protection safeguards, the draft rules encourage continuous surveillance. This kind of bulk and unrestricted 
monitoring flies in the face of the Supreme Courts diktat in Puttaswamy v Union of India, which puts in place a 
requirement that any limitations on the fundamental right to privacy must be narrowly tailored and proportionate.” 
“For the sake of the internet's future and Indian users, we urge you to abandon these proposed rules and begin afresh 
with public consultations on the appropriate way to counter harmful speech online.” 

10. 59 National Institute 
of Public Finance 

and Policy 
(NIPFP) 

3(2) 
 

 

 “We believe that the aforementioned list of information (that intermediaries are required to caution users against 
publishing) is arbitrary and vague. The list of proscribed information includes categories such as blasphemy, hateful or 
disparaging content.” 

3(4) 
 

 

“Putting in place a requirement for intermediaries to actively source and retain user data, purely for the purpose of 
sending them the mandated information, will have repercussions on privacy of individuals as well as the businesses of 
many intermediaries.” “The rule as presently drafted is therefore arguably disproportionate and unnecessary and 
therefore in violation of the dicta of the Supreme Court in Justice KS Puttaswamy (Retd.) and Anr v. Union of India 
and Ors (WP (Civ). No. 494/2012), wherein it was made clear that any interferences with privacy rights must be 
necessary in a democratic society i.e. it must inter alia satisfy the tests of necessity and proportionality.” 

3(5) 
 

“Phrases such as “cyber security”, do not occur in Article 19(2) and were not considered as a legitimate state aim to 
restrict the right to privacy by the judges in Puttaswamy.” “The IT Act therefore clearly envisages a situation where law 
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enforcement and other government agencies may require an intermediary to provide them user information, whether 
encrypted or not - and has dealt with this comprehensively under Section 69 and the rules thereunder and in 
accordance with the Supreme Court decision of PUCL. The instant rules, therefore, seek to by- pass the already 
established procedures for lawful interception in the IT Act for government agencies to secure information from 
computer resources of an intermediary.” “The scope of the term “information or assistance” is undefined and vague. 
This would permit, for instance, the government to mandate the insertion of backdoors in all digital platforms, which 
would be both unconstitutional (being a disproportionate interference with privacy rights) and harm network security 
more generally.” 

3(7) 
 
 
 
 

“In addition to the arbitrariness of the cut-off prescribed by the Rule, the Rule does not specifically define how the 
number of users of an intermediary will be calculated. The provision is therefore arbitrary and vague.” “Given the 
absence of any explanatory statement with the draft proposal for amendment, there is no clarity on why the 
government wants to introduce a specific requirement of a physical presence in India.” “A generic requirement for all 
intermediaries of a particular user base to incorporate in India is therefore an excessive and disproportionate step.” 

3(9) 
 
 
 
 
 
 
 
 
 

 “Such a new substantive obligation upon intermediaries, which is clearly a deviation from the policy adopted by the 
enabling legislation, should not be imposed through the Draft Rules, i.e a delegated legislation under Section 79 of the 
IT Act.” “Given the possibility of intermediaries taking other kinds of action so as to limit the harm caused by online 
offences (for instance, through appropriate take-down processes that include requirements for judicial order, etc)., it is 
unclear why such an invasive method is being considered.” “Pre-screening of all content before it can be transmitted 
or published is a serious infraction of fundamental rights and therefore ought to be reconsidered. This is particularly so 
in the case of particular types of content such as news media - which is a perishable commodity (therefore delays in 
publication may deprive it of all value).” “There may also be a concern that mandating private parties to exercise a pre-
screening or pre-censorship function would imply a lack of transparency in the decision making process, and that too 
without any further recourse to an affected individual.” 

3(12)  “This in practice will presumably imply that the offending content should be censored / taken down (in addition to any 
other action deemed suitable) following a determination of its legality by the intermediary.” “Finally, the proposed take-
down mechanism under Rule 12 read with Rule 3, fails to provide for any hearing to an affected party (who disagrees 
with a complaint made, and the subsequent take-down of content by the intermediary).” “While there is clearly a need 
for appropriate regulation of the online space, dis-proportionate and horizontally applicable obligations (i.e. 
requirements that are equally applicable to all intermediaries without distinction) are not the appropriate way to 
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approach the issue (for the reasons outlined further in this response). Such an approach will hamper the growth of the 
online ecosystem in India and result in a chilling of fundamental rights in the online space.” 

11. 63 SFLC 3(1) 
 

`“The obligations cast on each intermediary has to be based on its role and the kind of control it has over content.” 

3(2) 
 

“The broad list of information deemed to be unlawful goes beyond the restrictions as per Article 19(2) and is 
unconstitutional. Moreover, the terms and expressions used are vague and ambiguous.” 

3(2)(j) 
 

“Our recommendation is to remove this sub-clause entirely as it violates the freedom of speech and expression 
guaranteed under the Constitution of India” 

3(4) 
 

 

“Such a notification requirement will lead to consent / user fatigue (excessive content / user notifications leads to 
dilution of meaningful and informed consent).” “It will prove to be a counter-productive tool and desensitise users to 
their obligations and possible privacy harms from using services.” 

3(5) 
 
 
 
 

 

“Introducing a traceability requirement for end-to-end encrypted services will lead to breaking of such encryption and 
thus compromising the privacy of individuals making use of such services for their private communication.” “The Draft 
Rules also do not provide any procedural guarantees against the possible abuse of a process like traceability of 
originator of information, as required by the test laid down in the Puttaswamy judgment.” “Expansion of the scope of 
powers of the Government for investigation or prosecution purposes go beyond the scope of the Intermediaries 
Guidelines Rules under Section 79 of the IT Act and are changes that need to form a part of the parent legislation.” 

3(7) 
 
 
 
 

“At present there is lack of clarity about what this number of users refers to i.e. whether it refers to daily, monthly or 
yearly users, or the number of total registered users.” “The 5 million users specified in the Draft Rules represent a little 
more than 1% of the Internet user base in India26 which might bring a substantial number of intermediaries under a 
new set of compliance requirements. This may cause many start-ups to bear the brunt of high costs stemming from 
incorporation under Companies Act, 2013.” 

3(9) “The immediate result of using automated tools will be an increase in content takedowns and account suspensions 
which in turn will lead to over-censorship as has been seen around the world. Legitimate users (content creators) 
including journalists, human rights activists and dissidents will have their speech censored on a regular basis.”..“The 
Draft Rules have exceeded the power of delegated legislation and are violate of the fundamental rights to free speech 
and privacy.” 
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12. 54 The Bachchao 
Project 

3(2) “However, we also believe that the draft guidelines are onerous, arbitrarily constructed and deeply concerning. The 
guidelines do not achieve a balance between regulating harmful content and the fundamental rights of citizens such 
as privacy and the freedom of speech and expression”…“The draft guidelines disproportionately put the onus of 
determining what content could be “unlawful” and then censoring it, overturning the existing set of checks and 
balances laid down by the Supreme Court in Shreya Singhal vs Union of India (with reference to S. 79 and Rule 3(4) 
of the Intermediaries Guidelines, under the Information Technology Act).”… “A chilling effect on free speech that 
results from such arbitrary censorship does not augur well for the health of a democracy.”…“The draft guidelines 
require intermediaries to surveil their users and retain their data without providing safeguards for their privacy. India 
also lacks a separate law for information/ data privacy.”…“The requirement of proactively finding and censoring 
content would be extraordinarily burdensome and expensive for communities and private individuals who are 
harnessing the availability of the Internet for knowledge production, economic development or other constructive 
activities.” 

13. 58 The Centre for 
Internet and 

Society 

3(2) 
 

“Unconstitutional obligations on intermediaries by compelling them to advise users not to post “unlawful” content that 
includes “disparaging”, “racially, ethnically or otherwise objectionable”, “relating or encouraging money laundering or 
gambling”, which are restrictions beyond what is permissible by Article 19(2) of the Constitution” 

3(2)(j) 
 

“Additionally, imposing restrictions on free speech for “public health or safety” interests is not reasonable under Article 
19(2), and thus, the draft rule may be deemed unconstitutional.” 

3(4) 
 

“If this requirement is included, the intermediary must also be required to provide a procedure of notice that includes 
the reason for termination to the users, and a procedure of appeal against such termination.” 

3(5) 
 
 
 
 
 
 
 
 

“Exact nature of a lawful order is unclear as is the process by which such order would be issued. It is also unclear 
which agencies are authorized agencies under the Rules.” “The pressure that this will place on intermediaries means 
that in practice they may not undertake the due diligence needed to verify requests and information and assistance 
shared.” “It is unclear what kind of information the intermediaries will have to share with authorized agencies to comply 
with such requests.” “In this context, it is useful to note that several privacy-preserving applications and software are 
technically designed to decrease the information available to the service provider. The proposed rules create 
uncertainty as to whether these services are in risk of losing their exemption from liability.” “Additionally, tracing of the 
originator of the concerned information can be done by ‘any authorized agency’. So the rule creates a dichotomy 
between government agencies who can request information and authorized agencies who can request tracing.” 
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3(7) 
 
 
 
 

“It is unclear (i) if this number would encompass all users globally or only the India user base, and (ii) whether this 
number is the active number of users for a specific period or users registered in entirety.” “The cost of incorporating a 
company or having a permanent registered office in India may also prove to be a deterrent from expanding services in 
India and stifle innovation and competition.” “Both of these terms - "law enforcement" and "authorized agencies" - 
leave the question of "who is authorized" unaddressed, leaving intermediaries guessing.” 

3(8) 
 
 
 
 

“This draft rule is in direct contravention of the Supreme Court’s decision in Shreya Singhal v. Union of India which 
held that “actual knowledge” is only said to be accrue to the intermediary when it is informed of a court order or under 
asking it remove certain content.” “The proviso that mandates the intermediary to preserve records for investigation 
purposes for 180 days does not specify the process for the extension of the retention period, nor does it make it clear 
who “lawfully authorised” agencies are, or under what law they need to be authorised.” 

3(9) “Shifting the burden of adjudicating what is ‘unlawful’ content onto a technology developed or procured by the 
intermediary is against the constitutional mandate of Shreya Singhal. The legislature cannot do indirectly what it 
cannot do directly.” “It is also vital to note that legally requiring private actors to make determinations regarding 
content restriction, can often lead to over-enforcement as the intermediary is incentivised to err on the side of taking 
down content in order to avoid expensive litigation.” “Pervasive and hidden AI applications that obscure the process of 
content display, personalisation, moderation and profiling and targeting can undermine the ability of individuals 
exercise their right of freedom of opinion, expression and privacy.” “The current approach in the Rules places the 
responsibility of identifying unlawful content   as well as the individuals spreading or creating such content fully onto 
private  intermediaries. The Rules also attempt to place blanket and uniform requirements on domestic and foreign 
intermediaries regardless of function and size. Such a ‘one size fits all’ framework can risk harming individual freedom 
of expression and privacy and decentivises smaller intermediaries from setting up platforms as well as foreign 
intermediaries from operating in India.” 

14. 61 Global Network 
Initiative 

3(2) 
 
 

“The Guidelines provide very limited definitional clarity as to which government agencies are appropriately empowered 
to exercise the various authorities related to user data requests and content removal. In addition, there is little clarity 
as to the content which might qualify for removal according to clauses (a) through (k) under Rule 3(2).” 

3(5) 
 
 
 

 “These arbitrary and rapid timelines will create significant challenges for appropriate review of removal orders. In 
addition, the potentially significant legal penalties for noncompliance will put increased pressure on companies to 
comply with these orders.” “It is important that companies are allowed to review orders and seek clarity, where 
appropriate, in order to avoid unnecessarily impacting user rights. This is especially important considering that, if 

Page 97 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)



	

	
	

12	

 
 

content is removed or user data improperly shared, it may take a substantial amount of time and effort for appropriate 
redress to take place, if it can take place at all.” 

3(7) 
 
 
 
 
 

“This constitutes a highly onerous obligation on international companies who provide services globally but do not find 
it feasible to incorporate in every country of operation. It would also affect the Internet users’ online experience by 
limiting the online services available in India.” “The impact of these aspects of the amendments may be to discourage 
such companies from potential business opportunities at the cost of compliance with the Guidelines. These 
requirements are likely to lead to further balkanization of the Internet and have an adverse impact the economic 
potential of, as well as the digital integration in, India.” 

3(8)  “This provision formulates no checks and balances to ensure that this power is used sparingly and in a just manner.” 
“The provision does not formulate sufficient safeguards to ensure that the power to extend retention of data is used by 
government agencies in a fair, transparent and sparing manner. For all of these reasons, Rule 3(8) may fail the 
constitutional requirement of due process, and should be deleted from the Draft Rules.” 

3(9) “By requiring intermediaries to actively monitor and filter content, transforms them from neutral providers of access to 
services into censoring bodies. Intermediaries are likely to err on the side of over-censoring the content shared on 
their platforms in order to comply with this rule.” “GNI does not believe that governments should mandate the use of 
filters or other automated content evaluation tools in laws regulating speech. If companies decide to use automation to 
facilitate content moderation, they should do so in a transparent, accountable manner, while maintaining an 
appropriate degree of human review.” “GNI appreciates that the proposed amendments to the Intermediary Guidelines 
may be intended, in part, to codify and clarify the implications of that ruling. However, we are concerned that the 
proposed amendments are so vague and potentially broad in several places that they actually have the opposite 
effect.” 

15. 159 The Dialogue 3(2) 
 
 
 

“The amended rules hereinabove risk misinterpretation as the draft rules have not identified any proposed metrics to 
determine how such online content may harm public safety and critical information infrastructure, which is also in 
contravention to the ruling Supreme Court gave in the Shreya Singhal judgment.” “In addition to the proposed 
amendments to Rule 3(2) are over-broad and vague.” 

3(4) 
 
 

“It is important to note that an average mobile user subscribes to services provided by multiple intermediaries and 
such monthly reminders would lead to notification fatigue.” “It is recommended that the obligation should be voluntary 
and intermediaries should explore innovative means to build user awareness about their platform’s policies.” 
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3(5) 
 
 
 
 
 
 
 

 “This goes directly against the precedent set by the Shreya Singhal judgment which clarified in 2015 that companies 
would only be expected to remove content when directed by a court order to do so.” “In today’s world, the digital 
communication that we have is akin to actual conversations and tracing ‘who said what’ is a clear digital infringement 
on the consumer-citizens fundamental right to privacy.” “Requiring traceability and breaking end to end encryption can 
have real economic consequences for India. Should companies fail to offer privacy to their customers, it may serve as 
a deterrent to the entry of new intermediaries in India.” “At the same time, mandating intermediaries to provide 
information within 72 hours of notification is a challenge to the principles of ‘due process of law’, which requires any 
request for data disclosure to be clear, transparent, and open to review or challenge.” 

3(8) 
 
 
 
 

 “The guidelines are not clear about the kind of users they are referring to, daily active users, monthly active users or 
registered users. If left undefined, it will create a sense of arbitrarily imposed ambiguity which will give the government 
perennial benefit of the doubt over any legal cases that may involve this amendment.” “Such a requirement would also 
outlaw important global services which do not have a local presence or do not have the resources to set up such an 
entity.” 

3(8) 
 
 
 
 

 “Such requests can only be made under Section 69 (A) of the IT Act. Similarly, the provision for retention of data 
should come under Section 67 (A) of the IT Act.” “There is no clarity as to what or how much information precisely 
must be held in the form of “associated records” “Do not define what type of data to be retained which is in 
contravention of Article 21. The vagueness in the data retention provision violates the obiter dictum of PUCL v. Union 
of India too.” 

3(9) 
 

“The issue with proactively trying to censor content is that its effects can spill over into over-censorship and impact the 
freedom of speech, internet is supposed to enhance and enable.” “‘In violation of decency and morality’ are 
ambiguous and can be used as a basis to over-extend scope of regulation and ‘chill’ freedom of speech.” “These 
vague parameters can have an adverse impact on people’s freedom of speech and do not specify whether it applies 
to content that is shared by foreign nationals but might appear on Indian feeds.” “The Rules focus on earlier proposed 
idea14 of pre-censorship of online content. This imposes an obligation on intermediaries to take down content rather 
taking on liability. Due to the emergence of technologies, intermediaries also deploy Artificial Intelligence to eradicate 
‘unlawful’ content. However, there are several incidences where AI has proved to be inaccurate.” “Therefore, there 
should be a balanced approach, and, when Intermediaries platform is abused for transmission of allegedly obscene 
and objectionable contents, the intermediaries/service providers should not be absolved of responsibility.” “The 

Page 99 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)



	

	
	

14	

proposed draft rules have gone beyond scope of the provisions of the parent act and erodes the safe harbour 
protection available to intermediaries under section 79 of the IT Act.” 

 

As per our covering letter dated February 14, 2019 we disagree and oppose the submissions which have been given below as per the participation 
format prescribed for counter comments: 

 
S.No 

  
Ref. No 

Names Rule  Counter Comments 

1.  34 Election 
Commission of 
India 

3(2) The Election Commission was concerned that there would be a possibility of the misuse of platforms of the intermediaries 
to influence elections. They requested for a clause to be incorporated to the proposed Rules under Rule 3(2) stating that 
“violation of any of the provisions of election law or/and directions of the Election Commission, during the period of any 
election.” 

2.  83 Cellular Operators 
Association of 
India (COAI) 

3(7)  “COAI supports the measures described under rule 3(7) which would ensure that online intermediaries which compete 
directly with licensed telecom service providers are subject to an equivalent level of regulation, and do not obtain a 
competitive advantage through the existence of regulatory safe harbours for online intermediaries.” “The principle of 
“Same Service, Same Rules” relating to the Over-The-Top (OTT) services, needs to be applied so as to address the 
licensing, regulatory and security asymmetries between the two sets of services.” “The proposal that intermediaries over 
a certain size should meet certain conditions, such as local incorporation, maintaining a permanent registered office and 
appointing a local contact person are proportionate and necessary to ensure a level-regulatory playing field between 
competing service providers.” 

3.  77 Reliance Jio 
Infocomm Limited 
(RJIL)  

3(5) 
 

“We believe that the proposed Information Technology (Intermediary Guidelines) Amendment Ryles, 2018 take 
significant steps to amend and rectify the current prevalent current prevalent misuse of the Platforms.” 

3(5) 
 

“Such obligations are already mandatory for Telecom Service Providers (TSP), which are also part of intermediaries as 
per IT Act, 2000. Hence it is natural and advisable, for national interest, that similar obligations must be imposed on 
other intermediaries having a similar functional role of commication provider.” 
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3(7) “We support the provision that any intermediary with more than 50 lakh users in India should be registered and 
incorporated under the Companies Act, 1956. This would ensure that the law enforcement agencies can implement the 
Indian laws effectively and can hold the foreign firm accountable in case of violation of any clause of the Act.” 
 

3(8) “Intermediaries should be mandated to remove or disable access to any unlawful content on its platform within a limited 
time (latest 24 hours in proposed amendment), on receiving actual intimation in form of court order or being notified by 
Government agencies) 

3(9) “Platform operators should provide for technological solutions so that any news source that may be notified by the 
Government agencies as being violative of the proposed Rules 3(2) can be filtered by technical solutions and similar 
such news being circulated based on tag words notified by such Government agencies in the course of the above action 
if then proactively reported to such government agency for determining action.” “We suggest that the criterion for 
classification of the content and action for filtering or removal should not be left to the discretion of the Platform service 
provider.” 

4.  76 Cyber Peace 
Foundation  

3(4) 
 
 

“A better approach would be to send annual or by-annual notifications strictly about the amendments and how it may 
affect the user.” 

3(5) “Rather than a time limit of 72 hours of communication, we propose that the time limit of intimation by virtue of the lawful 
order should be distributed into categories based on the seriousness of the issue.” 
 

5.  39 Internet and 
Service Providers 
of India (ISPAI) 

3(4) 
 
 

“The due diligence obligation is in respect of the content which is posted on the internet through any of the content 
aggregator sites by individual users of that website. It is our submission that the obligation of due diligence on the content 
should be of the intermediaries who are aggregating such content from the users.”  

3(7) “It is submitted that in Rule 3(7) the number of users in India should be reduced to 10 lakhs.” 
6.  88 ShareChat 3(5) 

 
 “ShareChat today already provides attribution to an individual who publishes content on our platform thus ensuring 
traceability for content that leaves the ShareChat network.” 

3(7) “We welcome the move under Rule 3(7) to provide greater responsibility to offshore, social media applications that are 
generating and distributing large volumes of content to Indian citizens in an unregulated manner.” 
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3(8) “Takedown requests under Rule 3(8) could also be graded in a similar structure, with an immediate responsiveness 
obligation for intermediaries in relation to terrorism related content (of again 3 hours), a threshold of 72 working hours 
for offences that threaten public order at large, such as creating enmity between groups, and rioting, and a 7 working 
day period for other requests.” 

7.  27 The Indian Music 
Industry 

3(9) “The introduction of an obligation in sub rule 3(9) of the 2018 Rule to deploy automation tools to identify and remove 
unlawful content is positive step forward for the intermediary regime. Such automated tools are already commercially 
available at affordable cost and widely utilised by service providers.” “IMI is concerned that intermediaries may escape 
liability owing to the lack of an enforcement provision for Rule 3(9) in the 2018 Rules. IMI strongly believes that the 2018 
Rules must make intermediaries liable for each and every violation of Rule 3(9) as well as every other rule of the 2018 
Rules.” 
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The following response 

[MIT/79/CC/13] has 

been provided by 68 

participants to MeitY: 

Page 103 of 109

COUNTER C
OMMENTS FOR THE PUBLIC

 C
OMMENTS O

N D
RAFT IN

TERMEDIARY G
UID

ELIN
ES, 2

01
8 

(P
ub

lish
ed

 by
 M

eit
Y)



 

Table of submissions by Civil Society and Research Organisations  

to the Ministry of Electronics and IT on the  

proposed changes to the Information Technology Intermediary Guidelines Rules, 2011 
 
 

S.No  Ref. No  Names  Rule   Counter Comments 

1.  53  Internet Freedom 
Foundation 

3(2)(j) 

“We submit that the proposed changes are unconstitutional. The proposed changes are in 
imprecise legal language, that is vague and goes beyond the parent statute. Even if this 
language in the draft rules is made more specific, we believe that the proposals themselves 
are disturbing in how they would allow for an authoritarian style of restriction on the 
privacy and free expression rights of Indians.” 

3(4) 
3(5) 

3(5) and 3(8) 
3(7) 
3(8) 
3(9) 

 

2.  55  Access Now 

3(5) 

“At the outset, we recommend that the Ministry restart the process of amending the 
intermediary rules, and include civil society, academics and the society at large in the 
pre-drafting process and not restrict their consultations to only a limited set of 
stakeholders such as other government departments or only industry.” 

3(7) 
3(8) 
3(9) 
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Text Box
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3.  33  Amnesty 

  “Pending further consultation, Amnesty India calls on the government of India to withdraw 
the draft Rules, and take steps to review and amend existing laws and policies related to 
intermediary liability to ensure that they are compatible with India’s human rights 
obligations.” 
 
 
 
 
 
 

 
 
 
 
 
 
 

 

4.  50  Article 19 

3(5)  “Rule 3(5) – We urge reconsideration of this rule.” 
 
“Rule 3(7) –  ARTICLE 19 submits that this draft rule imposes obligations on intermediaries 
in a manner that may disproportionately and significantly affect small and medium 
enterprises.” 
“Rule 3(8) – This draft rule is in direct conflict with the Personal Data Protection Bill, 2018” 
 
“Rule 3(9) – Can have dangerous unintended consequences taking into account technical 
limitations of automated systems, and additionally has the proclivity to violate fundamental 
rights under the Indian Constitution and international human rights law.” 
 

3(7) 
3(8) 
3(9) 

 

5.  85  Association of Vapers 

3(4) 

“No Indian should be denied information or access to technology that can save their lives, 
since harm reduction and the right to lead a healthier life are enshrined in our Constitution 
through Article 21” 

3(5) 
3(7) 
3(8) 
3(9) 
3(1) 

6.  84  Centre for 
Communication 

3(2)  “There is a need to make the Internet a safer space. However, the proposed guidelines do 
not fulfil that aim and will instead lead to prior restraint, chilling effect, complete loss of 3(4) 
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Governance at 
National Law 
University, Delhi 
(CCG-NLU) 
 

3(5)  anonymity and surveillance. The proposed guidelines are vague and do not contain 
adequate safeguards against misuse, and in their current form violate a number of 
fundamental rights enshrined under the Constitution.” 
 
 
 
 
 
 
 
 
 
 

3(7) 
3(8) 
3(9) 

 

7.  30  Digital Empowerment 
Foundation (DEF) 

3(5)  “Rule 3(5) should define parameters to classify services provided by intermediaries rather 
than intermediaries themselves.  
Ultimately, it is important to mandate judicial oversight for state intervention because 
courts are the best placed to judge the lawful/ unlawful nature of a content and necessity 
and proportionality of a proposed intervention” 
 
“Rule 3(9) should be removed in its entirety because of implicit bias and black boxing 
inherent in automated decision-making, the lack of legal basis for delegation of law 
enforcement to private entities, and the lack of legal basis for proactive policing by 
intermediaries.” 

3(9) 

 

8.  68 
Free Software 

Movement of India 
(FSMI) 

3(2)  “Rule 3(2) – Such a broad provision will not pass the test of proportionality laid down in 
Puttaswamy.” 
 
“Rule 3(4) – This provision does not put in place a system which provides the user a right to 
be heard.” 
 

3(4) 
3(5) 
3(7) 
3(8) 
3(9) 
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2  “Rule 3(5) – This has grave implications for freedom of speech and secure communication. 
 
“Rule 3(7) – This may subject these websites to unnecessary litigation or even be banned 
under the Rules so framed. Further, neither of these websites have specific registration or 
subscription processes.” 
 
“Rule 3(8) – If retention is required for investigation purposes, copies of the requisite 
information can be obtained within a shorter period of time by law enforcement agencies.” 
 
“Rule 3(9) –  This Rule goes beyond the scope of the role of an intermediary as laid down in 
the parent Act as an intermediary is not a content creator and cannot have essentially 
editorial functions. 
This Rule by mandating the use of “technology based automated tools or appropriate 
mechanisms, with appropriate controls, for proactively identifying and removing or 
disabling public access to unlawful information or content” does not provide for the 
application of mind.” 
  

 

 

9.  70  Joan Berata 

3(9) 
“Considering the impact on human rights (particularly the right to freedom of expression) 
and the problems related to adequacy and effectiveness (particularly when applied to 
content moderation) the law shall not mandate the use of automated tools or similar 
mechanisms for proactively identifying and removing or disabling public access to unlawful 
information or content.” 

 
 
 
 
 

10.  71  Mozilla 

  “For the sake of the internet's future and Indian users, we urge you to abandon these 
proposed rules and begin afresh with public consultations on the appropriate way to 
counter harmful speech online.” 
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11.  59 
National Institute of 
Public Finance and 

Policy (NIPFP) 

3(2) 

“While there is clearly a need for appropriate regulation of the online space, 
dis-proportionate and horizontally applicable obligations (i.e. requirements that are equally 
applicable to all intermediaries without distinction) are not the appropriate way to 
approach the issue (for the reasons outlined further in this response). Such an approach 
will hamper the growth of the online ecosystem in India and result in a chilling of 
fundamental rights in the online space.” 

3(5) 
3(7) 
3(9) 
3(12) 

 
 
 
 

12.  63  SFLC 

3(1) 
“The Draft Rules have exceeded the power of delegated legislation and are violative of the 
fundamental rights to free speech and privacy.” 
“Rule 3(4) -  We recommend that the requirement of monthly notification should be 
removed from the Draft Rules as it will not serve the purpose for which it it being 
introduced.” 
“Rule 3(2)(j) - Our recommendation is to remove this sub-clause entirely as it violates the 
freedom of speech and expression guaranteed under the Constitution of India” 

3(2) 
3(4) 
3(5) 
3(7) 
3(8) 

3(9) 

3(12) 

13.  54  The Bachchao Project 

  “However, we also believe that the draft guidelines are onerous, arbitrarily constructed and 
deeply concerning. The guidelines do not achieve a balance between regulating harmful 
content and the fundamental rights of citizens such as privacy and the freedom of speech 
and expression” 
 
 

 
 

 

14.  58  The Centre for 
Internet and Society 

3(2)  “The current approach in the Rules places the responsibility of identifying unlawful content 
as well as the individuals spreading or creating such content fully  onto  private 
intermediaries. The Rules also attempt to place blanket and uniform requirements on 
domestic and foreign intermediaries regardless of function and size. Such a ‘one size fits 
all’ framework can risk harming individual freedom of expression and privacy and 

3(2)(j) 
3(2)(k) 

3(4) 
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3(5)  decentivises smaller intermediaries from setting up platforms as well as foreign 
intermediaries from operating in India.” 
 

3(7) 
3(8) 
3(9) 

15.   61  Global Network 
Initiative 

3(5)  “GNI appreciates that the proposed amendments to the Intermediary Guidelines may be 
intended, in part, to codify and clarify the implications of that ruling. However, we are 
concerned that the proposed amendments are so vague and potentially broad in several 
places that they actually have the opposite effect.” 
 

3(7) 
3(8) 

3(9) 

16.  159  The Dialogue 

3(2) 

“The proposed draft rules have gone beyond scope of the provisions of the parent act and 
erodes the safe harbour protection available to intermediaries under section 79 of the IT 
Act.” 

3(4) 
3(5) 
3(7) 
3(8) 
3(9) 
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